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Federated Learning (FL) is an approach that allows numerous users to
train a single machine learning model with the oversight of a central
server, and with their training data stored locally on their devices. The
approach is relevant in alleviating the risks associated with violations
in data privacy. It is a process by which a pool of clients collaborates
tfowards solving machine learning problems, with a central
coordinator being the one who coordinates the entire process. The
paper will review the latest advances in privacy-preserving federated
learning and discuss it in the context of machine learning. It assesses
privacy-related solutions, which are already in existence, such as
secure aggregation, meta-learning, blockchain  ftechnology,
decentralized training, searchable encryptfion, and data privacy
mechanisms and zero-knowledge proofs. Federated learning (FL) is an
emerging fechnology that can be used in the realm of the infelligence
of the Internet of Things. However, the information that is model-
related can be shared in FL and reveal the sensitive data of the
participants. In this regard, we propose a new privacy-preserving FL
framework, which is founded on a new chained secure multiparty
computing technique, which we call chain-PPFL. The scheme we are
proposing is based mostly on two mechanisms: 1) a single-masking
mechanism, which protects the information that is exchanged
between participants in a serial chain frame and 2) a chained-
communication mechanism, which allows the masked information to
be communicated between participants in a serial chain frame. We
run large-scale experiments with respect to simulation by comparing
the training accuracy and the leak defence to other state-of-the-art
schemes with two publicly available data sets (MNIST and CIFAR-100).
We established data sample distributions (IID and NonlID), and training
models (CNN, MLP and L-BFGS) in our experiments. The experiment
results show that the chain-PPFL scheme can offer a realistic privacy
preservation (which is the same as the various privacy with e fo near
zero) to FL at the cost of communication, and without compromising
the accuracy and convergence rate of the training model.

Keywords: Machine Learning, Collaborative Learning, Zero Knowledge Proofs, Blockchain Technology,
Decentralized Learning, Federated Averaging.

© 2026 The Asian Academy of Business and social science research Ltd, Pakistan.

INTRODUCTION

Federated Learning has become a leading paradigm for collaboratively training
models across distributed data sources while maintaining data confidentiality. It is a
decenftralized type of machine learning where the models are trained together on
many machines or servers, each having its local dataset [1]. The current paper reviews
the recent advances in privacy-aware methods used in federated learning and their
implication in machine learning. It explores the privacy-sensitive methods, such as
Differential Privacy (DP), Secure Multi-Party Computation (SMPC), Homomorphic
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Encryption (HE), and federated learning with encrypted data. This will reduce the fears
of unauthorized access to data and privacy violations [2, 3]. Federated Learning is
privacy assured, and through it, different parties can collaborate securely in even
areas like finance and telecommunication. In addition, the privacy protection in
federated learning promotes user confidence, leading to increased involvement and
cooperation in the federated ecosystems [4, 5]. Homomorphic Encryption (HE) is a
powerful cryptographic method that enables computing with encrypted data, and
the confidentiality is maintained even during the processing stage [6]. Despite these
advantages, Federated Learning is faced with a number of challenges that include
expensive communication, unequal local data, and susceptibility to adversarial
attacks. Suppose that there are several clients, n, {P1, P2., Pn) and that raw data I1, 12
are data possessed by a client.

The primary benefit of FL is that it ensures privacy because all sensitive data is stored
locally in users' devices [7, 8]. However, Federated Learning confinues to be
vulnerable to privacy threats. Training may lead to the accidental leakage of sensitive
information when model updates are sent, therefore, requiring more privacy-sensitive
training systems [?]. The purpose of this paper is to discuss the existing strategies and
emerging frends to strengthen privacy in federated learning. In this paper, various
privacy-enhancing techniques in FL will be taken into account, such as Differential
Privacy, which adds random noise to model updates to obscure the effect of
individual data, and Secure Multi-Party Computation, which allows joint computation
without exchanging personal inputs. Similarly, the Homomorphic Encryption also
provides an additional security as it enables the processing of encrypted data, thus
ensuring confidentiality at any stage of the calculations [?].

Federated Learning is vulnerable to privacy-related vulnerabilities, despite these
techniques. Model parameters can be sent during training, so the personal
information can be disclosed unknowingly; this is why the high-sophistication privacy-
preserving solutions are significant [10, 11]. As the new uses of FL continue to grow,
including medical, financial, and loT, the need to have powerful and reliable privacy
conftrols is more urgent than ever. This review includes a comprehensive discussion of
the current state of privacy-saving approaches in FL, categorizing and comparing the
merits and demerits of each approach. The study will contribute to enlightening
scholars and practitioners as it will determine the existing trends and the gaps in the
research to come up with more secure and efficient FL systems [12]. This review
bridges the gap between theory and practice, since, through a detailed discussion
of the possible strategies and their applications, one can safely apply FL to sensitive
data environments. Lastly, the work is among the main sources that promote the
advances of privacy-preserving federated learning [13].

Protecting privacy through multi-party machine learning allows participants to learn
on the data of other participants, and do so in a fashion that does not in any way
identify their own data set [14, 15]. This plan has offered immense learning
performance, which is beneficial to the clients and their sensitive details are secured
and monitored, especially in a place that is likely to be hacked [16].

Important privacy-preserving mechanisms of federated learning are identified in
Table 1, and their assurances, threats mitigation, computational requirements,
communication requirements, impact on model performance, and scalability are
compared. Different Privacy (DP) secures the information of clients by introducing
controlled noise to the gradients or updates that minimize the risk of disclosing the
personal information. It is principally resistant to membership inference and partial



Advancements In Privacy-Preserving Techniques Ahmed, A et al., (2026)
reconstruction attacks. On one hand, DP is characterised by low to moderate
computational cost, hamely, gradient clipping, noise addition, and on the other
hand, low communication cost, namely, no significant change in message sizes.
Higher privacy rates can decrease the accuracy of the model, yet DP is very scalable
and can be used by large clients. Secure Multi-Party Computation (SMPC) allows
several parties to perform the computation of model updates together without
sharing their data.

Table 1.
Comparative Analysis of Existing Privacy-Preserving Techniques in Federated Learning

Technique Privacy Threats covered Computatio Communi  Impact on model Scalability Maturity
guarantee nal cost cation utility
(client/serve overhead

r)

Differential Infroduces Protects against Low to Low Medium tighter High High-
Privacy (DP) controlled noise membership moderate privacy budgets widely
info gradients or  inference and due to generally reduce studied &
updates to restrict  limited data gradient accuracy. applied.
information reconstruction clipping and
disclosure. attacks. noise
addition.
Secure Cryptographic Prevents High, High. Minimal effects since Moderate. Moderate
Multi-Party techniques apply exposure of raw  involving aggregation remain - proven
Computatioto jointly compute updates under secret exact. but
n (SMPC) resulfs without honest-but-  sharing and heavy.
revealing curious threat intensive
individual data. models. cryptographi
C
computatio
ns.
Homomorph Keeps updates Preventsstrong Extremely Extremely Low impact overall, Good  Moderate
ic encrypted while protection high due to high though -active
Encryption enabling against an encryption, approximations may research;
(HE) computation untrusted or  decryption, be needed for improving
directly on curious server. and complex models. but costly.
encrypted data. homomorphi
C
operations.

Secure Ensure that only  Guards against  Moderate, Moderate  Very low; exact High High-
Aggregatio the combined leakage of relying on aggregation adopted
n (SA) model update is individual client  masking preserves model in
visible to the contributions.  techniques. accuracy. practice

server. (Google,
etc.).

It defends against honest-but-curious servers that want to access raw updates.
Computationally intensive (as cryptographic operations) SMPC and communication
is also costly in terms of extra interaction rounds. Aggregation is accurate, but model
performance does not change much, as scaling to a large number of participants is
more complicated and consumes more resources. Homomorphic Encryption (HE) is
highly confidential, with the capability to make calculations with encrypted updates
and, therefore, the server can not have access to raw data. This is extremely
computationally expensive, necessitating encryption, decryption and homomorphic
operations, and much more expensive in communications as ciphertexts are huge.
Mostly, it preserves model utility, but complicated calculations might need
approximations. HE can serve a large number of clients and deal with dropouts, thus
it is moderately scalable even with its resource intensity. Secure Aggregation (SA)
enables the server to accept only the result of the aggregation of the client updates,
and does not reveal the individual information. It is computationally moderate and
requires extra communication steps due to masking and cryptographic activities. Due
to the precision of aggregation, the accuracy of the model is not determined to a
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greater extent. SA is very scalable, and its effectiveness and feasibility render it an
everyday application in large-scale federated learning.

It is aggregated at a small number of hierarchical levels, which reduces the level of
communication overhead, as well. They are individually added to the data details of
every client and, thus, individual updates are guaranteed. Secure Multi-Party
Computation (SMPC) helps to perform operations on confidential data by more than
two parties without disclosing it, thereby maintaining confidentiality in aggregating
model updatesin FL [17,18]. Homomorphic Encryption (HE) is a cryptographic method
whereby the calculations are executed on encrypted data, known as ciphertext, to
produce encrypted data, which on decryption would produce the same results as
the calculations run on the unprotected data, also known as plaintext [19, 20]. In
Federated Learning, every client encrypts his/her local model with HE, enabling the
cenfral aggregator to perform the computations without having ever seen the actual
model parameters [21, 22]. In the recent past, the development of computational
hardware and data acquisition methods has greatly increased the performance of
machine learning, increasing its effectiveness as well as its applications in the real
world [23]. Federated Learning is a rather new technology originally suggested by
Google.

Google aimed to create machine learning models using data shared among various
devices and reduce the chances of data leakage. The most recent developments in
Federated Learning have concerned addressing both statistical issues [24, 25].
Research on how federated learning models can be tailored to the requirements of
individual clients has also been done. FL reduces the privacy risk and solves the data
silo problem by decentralizing the training procedure and by doing the computations
locally on the data source. This structure ensures that its source has sensitive
information [26-31]. FL will also implement contemporary privacy-preserving
techniques to offer an extra measure of security on information when updating and
aggregating models, such as Homomorphic Encryption, Differential Privacy and
Secure Multi-Party Computation [32- 35]. Currently, research on Federated Learning
technology is evolving and being enhanced. As per the existing literature, FL research
is faced with three major challenges, which include threats to privacy and security,
heterogeneity of data amongst participants, and high communication overheads
[36]. Although it has made some advancements, FL is still susceptible to parameter
leaks and malicious attacks against the update process of the model [37].

Federated Learning is still developing, which allows using it in the most diverse ways,
and it aims to address the current challenges. The recent use of FL methods has
gained a lot of popularity in various applications, including intelligent healthcare [38],
recommendation systems, smart cities, financial and insurance, edge computing [39]
and infrusion detection systems. Formally, n number of clients {P1, P2., Pn} want to
calculate a global function f{I1, I12., In} from their individual datasets. A protocol is said
to be SMPC when it satisfies the conditions in [40]): (i) the function f{I1, I12., In} is correct,
and (i) no personal information of In is revealed to the other participants. Machine
Learning has been getting more and more significant with the rapid evolution and
popularization of artificial inteligence. Machine learning models highly rely on the
quantity of the data that they have. However, this has proved to be more challenging
as large amounts of data can now be accessed with the constantly rising privacy
issues and institutional limitations in accessing data. Google presented the Federated
Learning model in 2017 [41] to overcome these problem:s.
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Basic Architecture of FL

Core Architecture of FL

This equation 1 indicates that the federated learning is defined as the minimization of
a global loss function F(theta), where theta represents the shared model parameters
that are jointly learned by a number of distributed participants. The expectation term
Ek p [Fk (B) is the expected sum of local objective functions, where p is underlying
distribution of clients involved.

+
Infif =i, AnW! x + b = i max(aw? )+ €,
Eq (1)

This is an expectation that can also be represented as a weighted summation of all k
clients and the contribution of each client is weighted by the factor nk N. In this case,
nk is the number of training examples that a client with number k has, and N = nk is
the sum of all the examples of all participants. Federated Learning can be used in a
variety of industries, such as healthcare and finance. Therefore, mobile devices like
smartphones and automobiles generate huge volumes of user data in a variety of
formats [42]. FL has a number of advantages, such as safe data transmission,
increased privacy protection, effective use of bandwidth, better communications,
and low latency [43].

Table 2.
Comparative Analysis of Existing Privacy-Preserving Techniques in Federated Learning
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Technique Privacy Threats Computational Comm Impact on Use-cases Maturity
guarantee  covered cost overhead model utility
(client/server)
Federated Inherentlyit Assumes Comparatively Low to High, as no Common Well-
Averaging does not an honest- low; moderate privacy baseline establishe
(FedAvg) ensure but-curious computation is due to mechanisms for cross- dand
privacy server that mainly on the sharing of affect accuracy.device  widely
protection. can client side. model federated used in
observe parameter learning in practice.
client S. low-risk
updates. scenarios.
Trusted Provides It depends Low to Low Minimal impact Suitable  Moderat
Execution confidentialit on trustin  moderate communicon model when e mature;
Environmentsy and hardware overhead. ation cost. accuracy. performan adoption
(TEE) integrity via  vendor ceand increasin
secure and hardware-g but
hardware enclave based hardware
isolation. atftestation frust are  depende
process. prioritized. nt.
Hybrid Offers both  Requires  High due to High Improved Appropria Emerging
methods cryptographi reduced combined because balance te for research
(DP+SMPC/ c protection trust privacy of between highly domains
HE+DP / TEE+ and compared mechanisms.  infegrated privacy and sensitive  with
DP) differenfial  to single- profocol utility. applicatio many
privacy technique overhead. ns. proposed
guarantees. solutions. framewor

ks.

LITERATURE REVIEW

The aspect of data security and privacy has gained prominence as one of the biggest
issues of concern worldwide, with various megabanks still languishing when it comes
to the issue of user information security [44].

FL enhances data security and, at the same time, minimizes the communication load.
Although the traditional systems are unprotected against any external attacks, FL may
play a crucial role in ensuring privacy and the primary purpose of this is to eliminate
data theft among participants [45]. The centralized machine learning algorithms have
transformed data management and analysis in different industries. They simplify
workflows, automate routine and provide useful insights which can enhance the
effectiveness of decision making [46]. The generation is a major step tfowards the
privacy-saving approach, as it overcomes the prior constraints and brings new insights
into the confidentiality of data. These generations can also be integrated, e.g., MPC,
DP and TEE can be used together with FL to produce hybrid approaches, e.g., FL-
MPC, FL-DP and FL-TEE.

.

In FI,7 = Z5=, Aln w7 x+ b, = 5=, n)a.\'(AWT iza) + €y

Eq (2)
Equation 2 is the secret sharing scheme and is the operation that breaks up a secret
into a number of shares. And s is an original secret value (e.g., gradient or update of
model) and W is the Threshold value, which is the minimum number of shares that is
needed. U is a set of all the clients involved. And Tis an element of the set. In this eq is
the secret share of participant u. Su, u € U is the collection of all secret shares. This
equation outlines the secrets sharing in SMPC where a secret value is shared in multiple
shares, and each holder holds a partial share of the secret and does not in itself, give
any information about the original secret. The fraction of user u is represented as su; U
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is the collection of all the participants, u is a member of U. The t parameter is the
reconstruction threshold i.e. the least number of shares needed. It is represented as
follows: this arrow () means that assuming a minimum of t valid shares of users in U,
the original secret S can be successfully reconstructed.

Table 2 highlights that Federated Averaging (FedAvg) is a basic federated learning,
but, in itself, does not ensure formal privacy protection. It is implemented under the
assumption of a fruthful-but-inquisitive server that adheres to the protocol and still can
modify the client-side model. The procedure has relatively low computation and
communication costs as training is largely carried out on client devices with
periodically shared parameters. This does not impact the performance of the models
significantly because no explicit privacy-preserving mechanisms is used. Due to this
fact, FedAvg is commonly employed as a baseline technique, particularly in cases
where data sensitivity is limited, and has been viewed as a notable, production-ready
approach. The secure hardware enclave is known as Trusted Execution Environments
(TEE), which is used to ensure privacy and integrity of the aggregation process. In this
strategy, one puts his/her faith in the hardware manufacturer and the attestation of
the enclave. Both computational and communication overheads are minimal and
this helps to maintain the accuracy of the model with minimal degradation. TEE-based
solutions particularly fit well info the application situations where efficiency and
hardware-supported trust is more important than heavy cryptographic methods. They
are also being more and more utilized, yet they remain, by definition, dependent on
trusted hardware infrastructures. Such hybrid systems with a mixture of Differential
Privacy (DP) and Secure Multi-Party Computation (SMPC), Homomorphic Encryption
(HE), or TEE are supposed to offer more powerful and far-reaching privacy guarantees.
These techniques cut off the dependency on any single trust assumption by making
use of statistical privacy in combination with cryptographic protection.

However, the accumulating nature of these techniques comes at the cost of large
computational and communication overhead. These costs are worth making hybrid
solutions highly adaptable to highly sensitive applications, though, and offer a more
balanced trade-off between model utility and privacy preservation. These are new
and dynamic research areas in federated learning. FL has become popular in sectors
where data confidentiality is essential, such as healthcare and finance, due to its
strong privacy-preserving characteristics. Federated Learning offers a viable substitute
to collaborative fraining in a distributed environment that is motivated by the
confinuous improvement in privacy protection, communication optimization, and
scaling. The s in this equation is the original secret value that is recovered in the
reconstruction phase. The f (0) is what is obtained by the analysis of the polynomial at
zero, which gives the constant term giving the secret. The index j is the sum of all shares
applied in the reconstruction and the symbol of summation is to indicate that all the
selected shares are applied in the outcome. The value of yj is the output of the
polynomial at the input, xj, the j th share. The product notation represents the product
of the terms of interpolation by all but one of the indices m, by the condition m 6é=j.
xm and xj are the various values of the input to the various shares in the portfolio and
the denominator xm- xj ensures that there is the correct weighting in the interpolation.
All the computations are done in modulo p and maintain their integrity and safety
within the finite field. This is to preserve privacy and, at the same time, enable joint
training of models among the different participants [57]. In the paper [58], some of
the most significant innovations that can be applied in various areas are presented,
and especially in the sphere of healthcare. Nevertheless, handling great volumes of
sensitive medical information poses many challenges in terms of security and privacy.
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Federated Learning (FL) is a powerful option as it allows training machine learning
models without exchanging raw data between institutions. The study [59]

Machine Learning Perspective within Federated Learning

The Exponential Linear Unit (ELU) activation function is typically applied in neural
networks to apply non-linearity. The f(x) represents the output of the activation
function in this equation and x is the input value that is fed into a neuron. The a is a
positive constant parameter (a>0) that is the saturation of negative inputs. Where the
input x is negative, the function has been defined as f(x) = a(exp (x-1)) where exp(x)
is the exponential function. This element can convert the negative inputs to produce
smooth, non-zero outputs, which can then be utilized to reduce the bias shift problem
and improve the stability of learning. In the scenario in which the input x is not less than
0, the function is linear i.e., f(x) = x iathe output is identical to the input. Overall, this
stepwise definition causes ELU to behave linearly on positive values and in a scaling
manner on negative values to a limited range that yields a faster convergence rate
and better performance compared to the conventional activation functions like
RelLU. The second term of the equation is the expression of the output at the situation
where x is positive. It means that when the value of the input is non-negative, the ELU
activation function is an identity, i.e. the value of the output is the value of the input.
In [60], the authors redefine the concept of Federated Learning and introduce a novel
concept, which they call Secure Federated Learning (SFL) the aim of which is fo come
up with reliable and privacy-friendly artificial inteligence systems that safeguard
intellectual property rights. Their work includes a detailed analysis of the available
literature and categorizes threats, attacks, and defense mechanisms in each phase
of the FSL lifecycle. The author of [61] gives a detailed description of Federated
Machine Learning, describing different architectures and privacy-saving
mechanisms. The main goals of this survey are to overview the current privacy
methods and find the possible uses of Federated Learning in the industrial fields. ELU —
E- Linear UnitwithO < a'is

El, = w+TI;£_1 +w Tl;_4 Eq (3)

This equation 2.2 shows that f(x) is the notational expression that is constructed to share
the secret among the participants. x is the variable that is employed to compute one
share. a0 is the constant term of the polynomial and can be directly linked to the
secretis secured. The al, a2., and at-1 are randomly chosen elements of a non-prime
field and are used to add an element of randomness and security to the scheme. tis
a parameter that means the minimum number of shares to reconstruct the secret, the
highest exponent t -1 is the degree of the specified polynomial and enforces the
threshold property. The p is a large prime number that is used to define the finite field
and the modulo operation is used to ensure that all arithmetic operations are in the
field. Over the last few years, there has been an increasing mass of research on
privacy-preserving machine learning. Zhou et al. suggested using Differential Privacy
(DP) to safeguard user information in machine learning and implemented Secure
Multi-Party Computation (SMPC) to minimize the noise brought about by the use of
differential privacy [62, 63]. FL is essential in the healthcare industry, where the
information of patients is highly sensitive and in maintaining privacy when it comes to
joint training models [64, 65]. Beyond healthcare, Federated Learning has also proven
to be a good application in Natural Language Processing (NLP) [66] and
Recommendation Systems [67].

Differential Privacy (DP) Techniques for Privacy Preservation
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First, FL was a distributed training system, introduced by Google and operated on
mobile devices and only local model updates are tfransmitted to a central server to
be aggregated [68]. Data sharing and data privacy. The old dilemma between
privacy and the sharing of data can be resolved with the emergence of Federated
Learning. Data locality implies that the data is not centralized and consequently FL is
particularly useful in situations where sensitive data, such as industrial or mobile
applications, are being used and the aggregation of data may be restricted by
privacy laws [69]. In Federated Learning, multiple clients, such as smartphones or edge
devices, share information to frain a common model. The server then aggregated the
locally tfrained models and the raw training data was kept decentralized. This leads to
distributed training of deep neural networks, as well as other learning approaches,
with distributed datasets available on multiple edge nodes. Under this decentralized
model, FL constructs a global model on the central server with the aggregated model
parameters but not raw data. This type of setup significantly reduces the risk of
privacy, the cost of communication and computation of traditional centralized
machine learning [70].

Af, = Y aj AGERGye_q + XJ% (W AEUS Eq (4)
Homomorphic Encryption (HE)

Privacy-preserving techniques of Federated Learning (FL) seek to protect sensitive user
data, but permit decentralized and distributed sources to collaboratively train models.
Different methods have been devised, such as Homomorphic Encryption (HE), Secure
Multi-Party Computation (SMPC), Federated Learning with Encrypted Data, Zero-
Knowledge-Proofs (ZKPs), Differential Privacy (DP), Secure Aggregation, and Data
Masking and Perturbation [71]. Differential Privacy can ensure that the overall
statistical properties of the data are maintained, and no single record is exposed due
to the intfroduction of statistical noise or processing of sampled sets of data. In this
approach, attackers are not able to determine the correct value of a single data
point by making consecutive queries. With each training step, noise is typically added
to the output to ensure the user-level privacy [72]. In the case of Federated Learning,
DP provides resistance to membership inference attacks and reduces weight leakage
during training. DP is implemented with the help of the two main strategies. The
sensitivity-based approach, as described in [73], describes how much one record can
affect a function output and the exponential distribution-based approach between
discrete data values, as discussed in [74].

Secure Multi-Party Computation (SMPC)

SMPC is a cryptographic method that allows multiple parties to jointly compute a
function on their respective inputs without revealing their respective inputs to each
other. Federated Learning applies SMPC to allow model training in a collaborative
approach and raw data is confidential. This model plays an essential role in the
preservation in the context of medical and healthcare use [80]. Secret sharing
mechanism is a typical method in SMPC-it separates a secret value into several shares
and spreads them among the participants, and re-creates the secret from the set of
shares. Depending on the secret sharing, different privacy-saving aggregations in FL
do not involve any additional pre-processing before transmitting masked updates.
Chain PPFL [81] is an example of mechanism security in communication through a
combination of two mechanisms. A chained communication mechanism and one
masking mechanism, where the clients can send encrypted data in the form of
chains. Similarly, Group Signature Federated Learning (GSFL) scheme [82] enhances
privacy through the assistance of Homomorphic Encryption and zero-Knowledge
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Proofs of knowledge (ZKPok). This method significantly reduces the cost of
computations and transfer and ensures the identity of clients and the privacy of
information.

Federated Learning with Encrypted Data

Federated Learning with Encrypted Data is another adaptation of fraditional FL,
putting the focus on the necessity of privacy protection through the encryption of
information before its sharing outside of the local devices. This ensures that data is
secure during model training [83, 84]. FLED, with the assistance of Homomorphic
Encryption, enables operations to be performed on encrypted data, such as addition
and multiplication, since operations can be performed on encrypted data sets. Table
3 gives the same results as those that would have been obtained using plaintext data
[85, 86].

Table 3.
Techniques for Privacy Preservation: A Summary
Techniques Advantages Disadvantages Ref
Secure Multi-Party  Maintains data confidentiality Incurs high computational [87]
Computation (SMPC) without exchanging raw information and communication
and supports complex overhead.
computational operations.
Homomorphic Ensures  data privacy  during It has significant  [88]
Encryption computations and supports various computational costs and
mathematical operations on limited operational scope.
encrypted data.
Federated Learning with  Protects sensitive data during model  Provides Limited support for  [89]
Encrypted Data fraining and allows collaboration complex model structures
among untrusted parties. and requires specialized
encryption algorithms.
Differential Privacy Offers strong theoretical privacy Can lower data utility and
guarantees. involve  complex noise [90]
calibration.

Privacy-Preserving Techniques Overview

A summary of key privacy-preserving and secure computation techniques that are
popular in distributed and collaborative learning systems is presented in Table 4.
Secure Multi-Party Computation (SMPC) allows two or more parties to undergo
computation without sharing raw information as they consider their own datasets
classified information. Though it has strong confidentiality guarantees and capable of
supporting complex operations, SMPC poses huge computational and
communication overheads, which can potentially affect the performance of the
system. Homomorphic Encryption (HE) enables operations to be performed on
encrypted data and, therefore, provides the privacy of the processing phase. This is
quite efficient in keeping the sensitive information safe, it is also associated with high
computational cost and has a limited number of operations it is capable of, thereby
not being as useful in complex or large-scale tasks. Federated Learning with
Encrypted Data allows training a federated model using local data of multiple
partficipants without exposing their local data. It helps in ensuring the safety of the
untrusted environment by integrating encryption systems. The technique, however,
has numerous challenges with a difficult model structure and uses special encryption
functions and therefore, implementation is more complicated. Differential Privacy
(DP) provides privacy guarantees in a formal and mathematically proven way,
infroducing noise to data or model updates in a well-regulated fashion to reduce the
chances of the leakage of personal data. Even though it is good at protecting
privacy, noise may negatively impact the ufility of data and model accuracy, and
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noise parameter selection is challenging.

Afy, = Y73,(UTAFDY_; + Ty AFD;;) Eq (5)

Privacy-preserving techniques are developed in federated learning to ensure that
sensitive information is not revealed, but enable machines to learn collaboratively
and analyze meaningful information.

SECURE MULTI-PARTY
COMPUTATION

HOMOMORPHIC QQQ TRUSTED

ENCRYPTION EXECUTION
& l ENVIRONMENT
\ /
PRIVACY Vo
PRESERVING
TECHNIQUES
ZERO-KNOWLEDGE \ DIFFERENTIAL
PROOFS PRIVACY

Figure 2.

Overview of Privacy-Preserving Techniques [114]

Figure 2. presents the most important approaches to maintain privacy in federated
learning systems. It proves that ensuring privacy is achieved through a combination
of multiple mutually supportive mechanisms. With Homomorphic Encryption, it is
possible to perform operations using encrypted data. Secure Multi-Party Computation
and Zero-Knowledge Proofs enable trusted and safe collaboration and
authentication without displaying sensitive information. The system is also improved
with the help of Differential Privacy and a Trusted execution environment that
minimizes the threat of inferences and offers secure execution.

Af, = Y (U+AFD]_; + T AFD ) Eq (6)
Table 4.
Comparative Overview of Notable Approaches
Techniques Advantages Disadvantages Ref
Zero-knowledge Provides cryptographic Involves heavy computational [109]
Proofs proof without data processes and has restricted real-
disclosure. Supports privacy- world use cases.
preserving authentication.
Secure Aggregation Improves data security and Selecting the most suitable [110]
compliance with privacy aggregation protocol can be
regulations. challenging for varying needs.
Data Masking and Complies with regulations: . [111]
perturbation Supports adherence to data Vulnerable to re-identification by
privacy regulations like advanced attackers using
GDPR and HIPAA. sophisticated methods.
Hybrid Approaches Enhanced privacy May increase complexity due to [112]
protection. integration of multiple techniques.
Flexible in application.
Trusted Execution Enhanced performance Faces issues with scalability and [113]
Environment compared to centralized compatibility across different
methods. systems.
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Table 4 gives an overview of some of the most popular privacy-saving techniques and
conftrasts their benefits, limitations, and suitability in secure data-driven systems. These
two methods have different technical grounds on which they safeguard privacy. Zero-
Knowledge Proofs enable verification of information without knowing the actual
information behind the information, and thus are very suitable in privacy-related
verification. However, they are limited in practice in their high computational
requirements and their lack of scalability in the domain. Secure Aggregation is a
significant idea applied in federated learning since it assures that the updates of
individual clients are not revealed during aggregation. Though this kind of strategy
can be used to meet the regulations, the optimal strategy of aggregation can be
complex due to different arrangements of the systems.

Afy, = XF20(0/YATI + 07 ATI; ;) + & Eq (7)

Perturbation and Data Masking technologies keep sensitive information safe by
manipulating or hiding data, thereby helping organizations to abide by privacy
regulations, such as GDPR and HIPPA. Nevertheless, even under the condition of
sophisticated analysis tools, they may be susceptible to re-identification attacks.
Hybrid Approaches are a combination of different privacy-saving actions to improve
increased privacy and a greater adaptability to different contexts of use. This added
level of security is likely to be gained with the cost of a more complicated system and
overhead on installation. TEEs are both efficient and safe in running sensitive
computations, by isolating them through hardware. Despite these strengths, there are
scalability and interoperability challenges with TEEs across heterogeneous computing
platforms.

METHODOLOGY

The strategy to design and develop a hybrid privacy-preserving federated learning
(FL) system is presented in this chapter. It presents the problem statement, data
acquisition process, data analysis process and the proposed model, which is a
combination of three essential privacy preservation techniques- Secure Multi-Party
Computation (SMPC), Differential Privacy (DP), and Homomorphic Encryption (HE) in
detail. Also, the chapter addresses the implementation plan, provides a schematic
flowchart and lastly, specifies the algorithmic steps, which define how the proposed
framework will operate.

Federated Learning (FL) is an emergent decentralized paradigm that allows various
partficipants to learn a shared model together, without having to move raw data to
one location. It is sort of a decentralization (but implicitly so), FL, however, is
susceptible to numerous privacy security risks, such as member inference and model
inversion and gradient leakage atftacks, in which the attackers would seek to infer
sensitive information about their users, depending on how changes to the model. The
current privacy-saving frameworks tend to be based on the isolated data transfer
programs such as Differential Privacy (DP), and Secure Multi-Party Computation
(SMPC), or Secure Multi-Party Encryption (HE). All of these have their benefits, but are
also constraining in that DP adds random noise to gradients to eliminate leakage at
the cost of accuracy. SMPC guarantees safe cost increment of calculation among
parties, but sacrifices on the latency and communication costs. HE can compute
encrypted data, and burns much computer power to do so. Federated Learning
enables sharing machine learning models to be used by different clients to learn
collectively without exchanging raw data. Nevertheless, other privacy attacks, such
as model inversion attacks and inference attacks, are very dangerous. The main
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research question of the study is the following: How can a composite solution to
Differential Privacy, Homomorphic Encryption and SMPC be handled to give
Federated Learning better privacy without affecting the quality and performance of
the model negatively? In the facilitation of a hybrid framework, these challenges
would be resolved. This paper suggests that these challenges could be eradicated by
a combination of three approaches. This is to come out with a balanced solution in
order to save privacy and ensure the performance and computational efficiency in
the models.

Data Collection and Data Preprocessing

The data of experimentation and model analysis were in publicly accessible,
benchmarked models such as MNIST, Fashion-MNIST and CIFAR-10. These datasets
were chosen to encompass diverse types of data modalities- image and tabular- to
ensure the applicability of the proposed model is generalized. Each client carried out
its own preprocessing steps in order to come up with its own local dataset: The
numbers of data were scaled in such a way that numerical values were comparable.
The categorical variables were coded using one-hot encoding. To minimize
imbalance in classes, the data were balanced. Prior to model fraining, sensitive fields
were encrypted. Exploratory Data Analysis (EDA) was performed directly on the field
and only aggregate model parameters were forwarded to the central server. This
shared calculation also ensured the clients were not going to be able to access the
raw data directly, and it would not compromise their confidentiality. A series of
proposed adversarial attacks, including gradient inversion and membership
inference, was implemented to measure privacy resilience. The hybrid defense
schemes turned out to be highly resistant, which led to significant reduction in the
possibilities of reassembling privacy data. To mimic a federated environment, all the
datasets are shared across the various clients. Other preprocessing procedures, such
as normalization, resizing, and categorical encoding, are also employed where
necessary. Data is saved on the devices of customers and only the updates on the
models are sent to provide confidentiality.

Table 5.

Dataset and Task Classification

Dataset Total Samples Clients Distribution Type Task Type

MINIST 60,000 10 Non-IID Image Classification
Fashion-MNIST 60,000 10 Non-IID Image Classification
CIFAR-10 50,000 10 IID Image classification

Proposed Model Architecture

The proposed research methodology has created a Hybrid Privacy-preserving
Federated Learning (HPP-FL) framework, which incorporates SMPC, DP, and HE into a
unified framework. The offloading of the local training on the client data is carried out
independently, and the updates of the models are automatically secured with the
help of a layered protocol: Different noise to gradients, by applying the shaping of a
different amount of random noise, is added to block the inference attacks.
Homomorphic Encryption (HE) encrypts noisy gradients and can be computed in an
encrypted space. Secure Multi-Party Computation (SMPC) provides a safe
exchange between clients and the central aggregator, but is not visible in the in-
between values. This unified design provides multi-layered privacy assurance over the
learning pipeline, from local computation to the global model aggregation. A hybrid
privacy-preserving framework is proposed to enable a solution to the limitations of
privacy solutions on the individual method, comprising DP, HE and SMPC. The
architecture of the proposed system consists of: Client Nodes: Independent data
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owners fraining local models on private data. Central Aggregator: Coordinates the
global model update without accessing raw data. Hybrid Privacy Layer: Integrates
SMPC, DP, and HE modules to protect information at every stage.

Distribute the initial global model to all clients.

Each clients trains locally on its dataset.

Apply DP noise to the resulting gradients.

Encrypt gradients using HE.

Transmit encrypted updates through SMPC protocol.
Aggregator performs secure aggregation on encrypted data.
Decrypt and update the global model.

Redistribute the updated model to clients.

NN~

Implementation of the proposed Model/Technique

The prototype of the hybrid FL framework was implemented using:
Programming Language: Python

Frameworks: PyTorch, PySyft, TenSEAL, and Crypten

Hardware: Multi-core CPU cluster with GPU support and 32GB RAM

Supporting Libraries: Numpy, Scikit-learn, TensorFlow Federated

Table 6.

Components and Technology utilized

Component Technology Use

Programming Language Python 3.x

ML Libraries TensorFlow Federated, PyTorch
Privacy Libraries PySyft, PyDP, TenSEAL, PySMPC
Dataset MINIST, CIFAR-10

Hardware Inteli7, 16 GB RAM

Implementation Steps
The implementation is carried out in the following steps:
Step 1: Experimental Setup

. Using Python with PyTorch/TensorFlow
o Simulation through Flower/FedML or custom FL environment

Step 2: Local Training

Each client trains the model on its local data for a fixed number of epoches.
Step 3: Applying Differential Privacy

DP-SGD optimizer is used with gradient clipping and noise addition.

Step 4: Homomorphic Encryption

Noised gradients are encrypted using HE schemes such as Paillier or CKKS.
Step 5: Secure Multi-Party Computation

Secret shares are generated and sent to the server for secure aggregation.
Step 6: Updating Global Model

After aggregated values are decrypted, the server updates the global model and
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sends it back to clients.

Step 7: Evaluation

The system is evaluated by test accuracy, loss, privacy leakage prevention, and
computational cost.

Proposed Flowchart

The flow chart below is the structure of secure and privacy-conscious federated
learning. It schematically depicts these sequential characteristics of the process,
which involves local model training, the application of differential privacy, encryption,
secure aggregation and updating the global model. The present suggestion is the
proposal of a secure federated learning system that will help in securing the users by
using privacy enhancement techniques and safe computation algorithms. The
architecture ensures that sensitive data in the training and aggregation processes is
confidential. The initial phase involved the central server deriving an international
learning model and distributing it to several clients involved. Each client frains the
received model on its own local data contained in it. Since the processing is done
locally on the data, there is no direct access to the server. As the local training process
also entails full generation of model updates, differential privacy mechanisms are
applied to them. Clipping of gradients is used to constrain the effect of individual
clients in excesses and conftrolled random noise is infroduced. This is done to minimize
the possibility of individual records of data being identified through the common
updates

STEP 1
Local Model Training
(per client)
Train local model on private data

STEP 2 STEP 3
Apply Differential Privacy (DP) Encrypt the Noisy update
Clip & noise gradients Use HE or AES encryption

STEP 4
Secure aggregation via SMPC
Aggregate encrypted updates

.......................

iAdaptive Privacy Control | STEP 5

: - Global Model update
i Dynamically tune noise,
encryption, etc. i Compute Global Model

Figure 3.

Proposed Methodology Flowchart of the Hybrid Privacy-Preserving Federated Learning Model
Figure 3 is a flow chart of the structure of secure and privacy-conscious federated
learning. It schematically depicts these sequential characteristics of the process,
which involves local model fraining, the application of differential privacy, encryption,
secure aggregation and updating the global model. The present suggestion is the
proposal of a secure federated learning system that will help in securing the users by
using privacy enhancement techniques and safe computation algorithms. The
architecture ensures that sensitive data in the training and aggregation processes is
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confidential. The initial phase involved the central server deriving an international
learning model and distributing it to several clients involved. Each client frains the
received model on its own local data contained in it. Since the processing is done
locally on the data, there is no direct access to the server. As the local training process
also entails full generation of model updates, differential privacy mechanisms are
applied to them. Clipping of gradients is used to constrain the effect of individual
clients in excesses and controlled random noise is infroduced. This is done to minimize
the possibility of individual records of data being identified through the common
updates

Stepwise Process

l.  Start
Il.  Initialize the global model
. Distributes the model among clients.
IV.  Perform local training on private data.
V. Apply DP noise for privacy preservation.
VI.  Encrypt model updates using HE.
VIl.  Execute SMPC-based secure aggregation.
VIIl.  Decrypt and update the global model.
IX.  Redistribute the updated parameters.
X.  Repeat until model convergence is achieved.
Xl.  End

Algorithm 1: Hybrid Privacy Federated Learning
Input: Initial global model G, client datasets D1...Dn, total rounds T
Initialize global model G
For t=1toTdo:
For each selected client I:
Train local model on Di using current G
Compute local gradients gi
Add DP noise — gi’
Encrypt noisy gradients using HE — Ei
Create SMPC shares of Ei — Si
Send Si to server
Server aggregates encrypted shares **weighted by client dataset size | Di| **
Server decrypts aggregated result — plain aggregated gradients:
G «— G + n * aggregated gradient
End For
Return G

Secure Aggregation and Model Update

The target algorithm presents a privacy-aware federated learning framework that
enables a group of clients to simultaneously learn a shared model without sharing their
sensitive data. The method relies on Differential (DP), Homomorphic Encryption (HE),
and secure Multi-Party Computation (SMPC), as means of high data protection.

The inputs of the algorithm are: G - The received sets of a receiver at the server. The
distributed locally-client data sets D1, D2, D3., DN is locally stored. There is an agreed
number of training rounds T. Every round will involve the following steps that the
chosen clients follow:

All of the global models received in each client are trained using their local data; raw
data is not passed out of the client device. During training, the client computes local
gradients, that is, the updates to the model. Differential Privacy.--Differential Privacy
uses a certain amount of controlled noise on the gradients to prevent sensitive
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information leakage. Sorrow, such operations are then coded in Homomorphic
Encryption to permit operations to be made on the loud gradients without knowing
them. Secure Multi-Party Computation techniques from the encrypted gradients are
divided into multiple shares in order to be more secure. There are these enhanced
shares that are sent to the central server, not the actual updates. The encrypted bits
that all client machines receive are added up by the server. To balance the
conftributions, the significance of the update will be different depending on the size
of the client dataset that it represents. The server aggregates the result and then, the
result is decrypted before the aggregated gradients are added to the global model
when the aggregation is completed. The same process is carried out in the
subsequent round, where the final product is the international model G that has
undergone the perfecting procedure. The privacy of different values decreases the
possibility of recreating sensitive information. Homomorphic Encryption provides
updates in models when sent and computed. SMPC offers an opportunity to
implement the process of aggregation in a safe manner, whereby the individual
updates would not be revealed. Federated learning allows college learning and
retention is centralized.

Evaluation Metrics

To assess the performance and effectiveness of the proposed model, the following
evaluation metrics were employed:

Accuracy (ACC): Measures predictive performance.

Privacy Leakage Rate (PLR): Quantifies the exposure risk of sensitive data.
Computation Time (CT): Evaluates the efficiency of encryption and aggregation.
Communication Cost (CC): Assesses network resource utilization during fraining.

Analysis of proposed Model/ Block Diagram

Clients Server

Updated Global Model

Figure 4.

Proposed Hybrid Privacy-Preserving Federated Learning Framework

The proposed model in Figure 4 is based on a privacy-aware federated learning
model that incorporates a hybrid privacy mechanism to ensure secure and
confidential fraining. The system prevents direct data sharing by allowing clients to
collaborate without exposing their raw datasets.

System Architecture
The model is composed of three key entities:

. Distributed clients
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o A hybrid privacy layer

. A cenftral server

o Clients communicate securely with the server, and only refined global models
are exchanged. Sensitive user data always remains on the client side.

The report contrasts the performance of the suggested hybrid framework and the
current/existing federated learning models by the presence or absence of a privative
mechanism of individual privacy. Three trendy benchmark datasets, namely, MNIST,
Fashion-MNIST and CIFAR-10 were experimented on to be able to compare the work
with a wide selection of images. The learning model is a Convolutional Neural Network
(CNN). It has been configured in 3 different ways: Standard federated learning (no
privacy guarantees), Federated learning (with personal privacy mechanisms (DP, HE,
SMPC)) and Federated Learning (with the hybrid privacy framework (DP, HE and
SMPC)). This comparison is made based on the effect of both approaches on
accuracy, precision, recall, and Fl-score, and illustrates the trade-offs between
privacy-preservation and model performance.

The results indicate that the hybrid solution is typically better than privacy solutions
used independently and general federated solutions, which provide a mediocre
answer and have the capability to ensure generous data protection and high
predictive outcomes. The privacy-preserving federated learning proposed is
compared and contrasted with the existing methods. A normal CNN-based
federated learning system with no privacy mechanisms is called as the baseline
model. This benchmark is compared to either models whose privacy method is
univariate Differential Privacy, Homomorphic Encryption and SMPC, or their
hybridization structure. In the MNIST, Fashion-MNIST and CIFAR-10 datasets,
performance measurements (accuracy and Fl1-score) are used to evaluate them. The
results indicate that unpaired privacy techniques contribute to minimal drops in the
model performance, yet the hybrid framework not only keeps up with competitors but
also offers superior privacy assurances. It has been mentioned during the discussion
that both strategies have their strengths and weaknesses, and that the proposed
approach contains more benefits than drawbacks in terms of data privacy and
model performance. The experimental results are given in the summary form of a
bunch of figures, comparison bar charts and tables. The fraining and validation
accuracy of communications between federated learning rounds on the datasets
MNIST, Fashion-MNIST, and CIFAR-10 are described by the line graphs. Bar charts
provide a graphical comparison of final accuracy and Fl-score of the baseline
model, privacy-enhanced models, and the hybrid structure. The comp table
summarizes quantitative results, showing the difference between ftraditional
federated learning and privacy-preserving methods. Together, the visual and tabular
representations enable the ideally transparent and objective evaluation of the
methods provided. The results show that the hybrid framework above is more
accurate and has a larger F1-score on MNIST, Fashion-MNIST and CIFAR-10 datasets
and even stronger guarantees of privacy.

The computational costs of the combination of different privacy preservation
methods are extremely high but overall, the overhead is not extremely high and the
framework can be applied within a real-world federated learning system. The
experiments were conducted on a federated learning system consisting of a set of
distributed clients and a central server (aa). The clients merely trained the local model
with their data set and exchanged updates with the server. Within the framework
presented, Differential Privacy (DP), encryption and Secure Mulfi-Party computing



Advancements In Privacy-Preserving Techniques Ahmed, A et al., (2026)
(SMPC) are integrated to ensure the privacy of the information during training and
aggregation. The performance of the proposed method was compared to the next
techniques like Conventional Federated Learning (FL), Differential Privacy-based FL
and Encryption-based Secure FL.

RESULTS & EVALUATION

In this chapter, the proposal for testing the proposed framework concerning privacy-
preserving federated learning is presented. MNIST, Fashion-MNIST and CIFAR-10
datasets were experimented by varying privacy conditions to investigate the
performance of a CNN-based federated learning model under varying privacy
conditions. Assessment consists of analyzing whether the model is accurate or not,
whether the communication and impact of inclusion of privacy-saving mechanisms is
efficient. The effectiveness of the proposed hybrid model is proven by comparing
results with the known federated learning techniques.

Comparative Analysis of the Proposed and Current Techniques

Exlisting and proposed techniques Comparison

e

100
. —

@ >

AcCuracy

Figure 5.

Epoch-wise Accuracy Comparison on MNIST Dataset

Figure 5 makes a comparison of current and proposed federated learning
approaches in terms of the accuracy at the end of the fifth fraining epoch. The initial
model FL is the FL that does not require privacy and, at all fimes, yields the best results,
meaning that the upper limit would be placed at the maximum performance, if it
does not enforce any privacy constraints. However, privacy-saving methods such as
FL grounded on Differential Privacy (DP) and Homomorphic Encryption (HE) and
Secure Multiparty Computation (SMPC) in the first place are less accurate due to the
induced noise and encryption overhead. The progressively increasing accuracy,
which corresponds to model convergence, versus epoch, is exhibited by all the
approaches in the long run. The proposed technique has higher efficiency in privacy
and the model performance at the training period in comparison to individual privacy
mechanisms and their combinations. In the final epoch, the recommended solution
reaches the accuracy of the non-privacy threshold, albeit with a higher level of
privacy, and it can be regarded as its efficiency and applicability to the application
of federated learning in other secure situations.
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Existing and proposed techniques Comparison
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Figure 6.

Epoch-wise Loss Comparison on MNIST Dataset

Figure 6 shows the comparison of the loss of existing and proposed federated learning
methods in comparison during five fraining epochs. Loss values of FL in the absence
of privacy are minimal in the course of training, implying that quick convergence is
achieved when privacy constraints are not provided. Privacy-centric solutions, on the
other hand, consist of Differential Privacy (DP), Homomorphic Encryption (HE), as well
as Secure Multi-Party Computation (SMPC), which have more loss in the first place due
to the addition of noise, encryption, and communication overhead. The frend is that
more and more epochs slowly attenuate the maijority of techniques in the way that
the model learns. However, there are also fluctuations in some hybrid strategies (e.g.,
combinations with SMPC), and these strategies also demonstrate the complexity of
the computation when doing secure aggregation. It should be noted that the privacy
method offered has a relatively low loss compared to other privacy-enabled
techniques, with consistent though improved convergence performance. The
suggested strategy balances privacy safeguarding and ftraining stability, to a
reasonable frade-off for the proposed federated learning system protection.

Computational Time and Overhead Comparison
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Figure 7.

Comparison between Computational Time and Computational Overhead

This Fig 7 shows the comparison between the time of computation and the overhead
of the computation of the different federated learning (FL) techniques and other
privacy-preserving techniques. Privacy-free minimum FL model is the least
computationally time-consuming and has the lowest overhead requirements, which
means it is weakly complex in processing. Noise addition is heavier, leading to chaos,
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the time is slightly increased, and overhead is minimal when Differential Privacy (DP)
is applied. On the other hand, the techniques in Homomorphic Encryption (HE) and
Secure Multi-Party Computation (SMPC) multiply the computations and overhead
enormously because of engaging in the complex encryption and secure aggregation
process. Compounding of DP and HE makes them expensive to compute as the
overhead of DP and SMPC is relatively low, compared to HE-based computation. A
combination of FL model and the use of both HE and SMPC has one of the highest
requirements in computation due to the combination of multiple layers of security. The
proposed design has both high, manageable computing time and overhead, that is,
a good frade-off of high privacy and computing performance. Overall, the results
suggest the frade-off between increased privacy and increased computational cost

in a federated learning system.
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Comparison Techniques and Performance Metrics

The figure 8 is a comparative study of precision, recall, and Fl-score to other
federated learning (FL) methods that have and do not have privacy-preserving
mechanisms. FL model without privacy has the best overall performance based on all
three measurements, tending towards the highest scores, indicative of the best
classification. When the Differential Privacy (DP) concept is applied, there is a salient
reduction in recognition, recall and Fl-score due to injected noise to guarantee
privacy. Compared to them, FL, applied together with Secure Multi-Party
Computation (SMPC), and Homomorphic Encryption (HE), are almost as fast as the
non-private baseline, demonstrating that these methods do not reduce model utility.
However, if one has to channel DP with HE or SMPC, this deteriorates the performance,
which translates to the total computational and privacy cost. Despite the FL model
being driven by the combination of HE and SMPC and showing good performance,
the hybrid solutions, the proposed method shows the same performance regarding
competition, recall, and Fl-score. Overall, the results indicate the tradeoff between
privacy and model in which an encryption-based solution appears to be more
practical than solutions based on noise to protect privacy.
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Existing and proposed techniques Comparison
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Epoch-wise Accuracy Comparison on Fashion-MNIST Dataset

Figure 9 illustrates differences between the effectiveness of the existing and proposed
methods of federated learning with accuracy after five training epochs. The highest
in accuracy is always the model of FL without privacy, FL baseline, which implies that
no considerable performance costs are imposed. However, privacy-sensitive methods
such as Differential Privacy (DP), Homomorphic Encryption (HE), or Secure Multi-Party
Computation (SMPC) performed individually or in cooperation introduce reduced
accuracy due to the trio of methodological enhancements of noise and calculation
limitations. The further the epochs, the more all the methods demonstrate the gradual
perfecting of their working, which stresses the successful union of learning. It is also
worth mentioning that the approach proposed triumphs over other approaches
based on enhancing privacy due to the fact that such an approach is more precise
at later epochs, yet it has an impressive level of privacy guarantee. It would imply that
the presented framework will be capable of choosing an appropriate balance of
privacy preservation and model performance, which will make it a more
advantageous and realistic solution compared to current privacy-sensitive federated
learning frameworks.
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Epoch-wise Loss Comparison on Fashion-MNIST Dataset
This figure 10 illustrates the comparison of precision, recall and F1-score of the various
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federated learning (FL) methods using the various privacy-preserving mechanisms.
The values of all three metrics are nearly perfect, reflecting the highest classification
performance, on the privacy-free version of the FL model. With the introduction of
Differential Privacy (DP), a significant reduction of precision, recall and Fl-score is
witnessed as a result of noise injection. Conversely, FL models that use Homomorphic
Encryption (HE) and Secure Multi-Party Computation (SMPC) preserve performance
levels near the baseline, which means that they have little effect on the model
accuracy. Nevertheless, hybrids like DP and SMPC have been shown to cause
degradation of performance, most notably a significant decrease in Fl-score in the
case of DP + SMPC. The hybrid of HE and SMPC FL model portrays high and consistent
performance in all measures. The proposed method has a balanced precision, recall,
and Fl-score, which yield competitive performance, but provide privacy guarantees.
Overall, the results indicate the trade-off between privacy protection and model
performance in a federated learning system.

Computational Time and Overhead Comparison
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Figure 10.

Comparison between Computational Time and Computational Overhead

This 10 figure is the comparison of different methods of federated learning regarding
the computation time and overhead. The bare federated learning model that lacks
privacy has least execution time and overhead as it does not involve any other
processing that is related to privacy. A significant increase in both the time of
computation and overhead is noticed when privacy mechanisms like Differential
Privacy, Homomorphic Encryption and Secure Multi-Party Computation are included.
The methods that are at an individual level include the Homomorphic Encryption and
SMPC, which have a higher level of computing overhead due to encrypting and
safely aggregating information. Hybrid methods are also more expensive, with the
mixture of Differential Privacy and SMPC indicating the greatest time usage. By
contrast, the proposed method shows a more balanced performance, as it strikes a
balance between the computational time and overhead, when compared to the
maijority of hybrid privacy-preserving methods, albeit with a high level of privacy
protection. This implies that the suggested framework is workable to make the most
out of the computational efficiency and at the same time, it does not jeopardize the
privacy requirements.
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Precision, Recall & Fl-score Comparison
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Figure 11.

Comparison Techniques and Performance Metrics

This fig 11 depicts the accuracy performance of current and proposed federated
learning methods training five epochs. We note that the accuracy of all techniques
improves with an increase in the number of epochs, which proves that effective
convergence is achieved during training. The federated learning model, which does
not imply privacy restrictions, demonstrates a higher value of accuracy in all epochs,
and privacy-enabled techniques have a relatively lower value of accuracy because
of the incorporation of security measures. The proposed methodology has a gradual
yet uniform accuracy increase across epochs and achieves competitive
performance when compared to existing privacy-based methods. It is by no means
better than all hybrid approaches in the sense that, when forming the training process,
the learning behaviour is to be relied upon.

Comparative Analysis of Accuracy on CIFAR-10 Dataset Using Graphs

Figure 12 is consistent with the comparative study of the existing and proposed
federated learning methods' training loss over five epochs. It is observed that all
procedures have a decreasing value of the losses as the number of epochs increases,
a sign of effective learning and convergence in the training. The federalized model
of learning that does not have privacy mechanisms has a higher loss reduction rate,
whereas the approaches that have privacy mechanisms have lower loss reduction
rates. The proposed method exhibits a linear, progressive decrease of loss in every
epoch, and fixed convergence behaviour. Although some of the currently used
methods have lower final loss values, the proposed method remains competitive, and
the final loss values are much lower.

Existing and proposed techniques Comparison
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Epoch-wise Accuracy Comparison on CIFAR-10 Dataset
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Existing and proposed techniques Comparison
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Epoch-wise Loss Comparison on CIFAR-10 Dataset

Figure 13 gives a comparative study of computational time and computational
overhead of different federated learning methods in the context of various privacy-
preserving mechanisms. The unprivatized non-federated baseline model of federated
learning has the least amount of computational time and overhead, thus having the
least amount of processing complexity. The computational time and the overhead
increase in moderate forms due to the infroduction of noise and other processing
procedures in the case of Differential Privacy (DP) implementation. The
computational fime and overhead of Federated Learning with Homomorphic
Encryption (HE) are great because the cost of the computations involved in the
encryption process and decryption processes is high. Computation using Secure Multi-
Party Computation (SMPC), on the other hand, has relatively lower computational
requirements when compared to the computation of solutions using HE, which proves
to be more efficient. The DP + HE combination offers one of the most costly
computational prices since the production of the different privacy systems involves a
high processing cost. Similarly, the hybrid model of DP and SMPC suggests more time
to be used to compute as compared to the single method. The HE+SMPC setup further
increases the computational cost through the joint cryptographic operations. Finally,
the proposed method has high computational time and overhead; this is justified by
its ability to provide more protection of privacy without sacrificing the aspect of
balanced model performance, thus depicting a trade-off between model
performance and privacy protection.

Computational Time and Overhead Comparison
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Comparison between Computational Time and Computational Overhead
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Fig 14 reflects a comparative analysis of precision, recall, and F1-score under different
federated learning-based configurations under different privacy-preserving
mechanisms. Relative performance in all three measures indicates relatively
balanced performance of the initial federated learning model with no privacy
restrictions. However, when the Differential Privacy (DP) is applied individually, a
considerable drop in the accuracy, recall and F1-score is observed, which reflects the
impact of adding noise on the model performance. On the other hand, the highest
accuracy can be obtained in case of pure usage of Homomorphic Encryption (HE),
however, the values of recall and F1-scores are rather moderate. The performance of
Federated Learning using Secure Multi-Party Computation (SMPC) is moderately
stable and moderate, and has a recommendable balance between accuracy and
recall. The overall best performance is a combination of the overheads of different
privacy mechanisms, and is achieved by the joint action of DP and HE. Using the DP
and SMPC, it is possible to observe a slight improvement in the performances;
however, the values remain lower than in the case of single-privacy solutions. The
HE+SMPC configuration has improved performance compared to other combined
methods, and demonstrates higher consistency of metrics. Finally, the proposed
approach offers a relatively stable and balanced accuracy, recall, and Fl-score
values, which implies its capability to diminish the degradation of performance
caused by privacy and ensure consistent classification performance.
Precision, Recall & F1-score Comparison
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Comparison Techniques and Performance Metrics

Fig 15 gives a comparison of how the existing and the proposed methods are
accurate, per epoch by epoch, on the Fashion-MNIST dataset. The more epochs, 1,
2,3, 4, the better all the models perform in terms of gradually improving their accuracy
with increases in the number of epochs. Privacy-preserving techniques that are
already in existence have moderate accuracy, but not as high as they would have
been without their extra computational and privacy overhead. Conversely, the
proposed technique always achieves higher accuracy in all epochs, showing faster
convergence and better learning stability. These results reveal that the proposed
strategy can be useful to increase the accuracy of classifications and maintain
privacy in federated learning.
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Epoch-wise Accuracy Comparison on MNIST Dataset

Figure 16 is an epoch-by-epoch comparison of training loss on the MNIST data of
existing and proposed techniques. The loss values tend to decrease with an increase
in the number of epochsi.e., as the number of epochs increases by 1 to 5 epochs, the
loss values tend to decrease. Existing privacy-preserving techniques originally incurred
a greater loss due to the additional noise and computation overheads. However, the
proposed approach shows a more rapid reduction of loss through the epochs and
the loss values of the proposed technique are lower than those of the existing
methods. This proves to be more stable and efficient in learning compared to the
proposed approach and yet meets privacy restrictions, and thus proves to be more

effective in federated learning on the MNIST dataset.
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Figure 17.

Epoch-wise loss Comparison on the MNIST Dataset

Figure 17 shows a comparison between the computational time and overhead of
different machine learning and privacy-preserving techniques on the MNIST dataset.
These results show that traditional models are linked to the least amount of
computational resources, and privacy-preserving techniques are associated with the
added fime and overhead linked with security-related operations. The proposed
methodology has a reasonable computation cost compared to all-secure
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mechanisms and demonstrates an effective tradeoff between protecting privacy
and computational efficiency. This means that the proposed framework s
appropriate to be applied in a real-world scenario where both performance and
data privacy are paramount.

Below figure 18 presents the comparison of precision, recall, and Fl1-score of different
learning and privacy-preserving methods. The findings indicate that the performance
of initial models is relatively good, yet there is a slight drop in the performance in the
case that, in the event of additional limitations, privacy mechanisms are
implemented. However, the proposed technique is always more accurate and recalls
more and the Fl-score is higher compared to other safe techniques. This shows that
the proposed framework is good at preserving classification performance and
incorporating privacy protection, thus making it more reliable than the current
privacy-preserving methods.

Computational Time and Overhead Comparison
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Comparison between Computational Time and Computational Overhead
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Comparison Techniques and Performance Metrics



Advancements In Privacy-Preserving Techniques Ahmed, A et al., (2026)
Figure 19 gives a comparative study of existing and proposed privacy-preserving
methods in a federated learning setup over five fraining epochs. The number of
epochs is the x-axis and the accuracy of the model is the y-axis. The proposed
technique is contrasted with such methods as FL without privacy, FL with DP, FL with
HE, and hybrid techniques (DP+HE, DP+SMPC, HE+SMPC, and hybrid fechniques). The
results indicate that all the approaches are likely to improve their accuracy as the
number of epochs increases. However, privacy-aware techniques have a marginally
reduced accuracy than FL without privacy due to the security constraints. The
proposed method is the only method that achieves a better accuracy of all epochs,

with a more balanced data privacy and model performance.
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Figure 20.

Epoch-wise Accuracy Comparison on Fashion-MNIST Dataset

Figure 20 shows a comparative analysis of the training loss of different existing and
proposed federated learning methods using five epochs. The results indicate that the
values of losses successively decrease with the growth of the number of epochs,
which confirms the effective learning behavior. A standard federated learning that
lacks privacy may incur low loss, but approaches that protect privacy may incur
relatively high loss due to encryption and the overhead of secure computation.
However, the proposed method incurs less loss over time compared to the current
methods and this factor shows that the proposed method can enhance
convergence and has a high level of privacy preservation.
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Epoch-wise Loss Comparison on Fashion-MNIST Dataset
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Computational Time and Overhead Comparison
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Comparison between Computational Time and Computational Overhead
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Comparison Techniques and Performance Metrics
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Epoch-wise Accuracy Comparison on CIFAR-10 Dataset
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Epoch-wise Accuracy Comparison on CIFAR-10 Dataset

4.24 Comparative Analysis of Computational Time and Computational Overhead on
CIFAR-10 Dataset Using Bar Chart

Computational Time and Overhead Comparison
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Comparison between Computational Time and Computational Overhead
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Table 7.
Comparative Analysis of Accuracy on MNIST Dataset
Techniques Accuracy (%)
Epoch-1 Epoch-2 Epoch-3 Epoch-4 Epoch-5
FL 93.47 96.67 97.28 97.63 98.28
FL+DP 54.34 66.30 72.98 76.53 78.20
FL+HE 92.99 96.29 97.48 97.70 98.22
FL+SMPC 93.73 96.53 97.54 98.07 98.27
DP+HE 57.50 65.68 71.79 75.60 78.80
DP+SMPC 60.15 68.08 75.22 78.27 80.38
HE+SMPC 92.50 94.55 97.36 97.97 98.22
PROPOSED 52.52 65.18 74.74 78.16 80.55
Table 8.
Comparative Analysis of loss on MNIST Dataset
Techniques LOSS
Epoch-1 Epoch-2 Epoch-3 Epoch-4 Epoch-5
FL 0.0123 0.0025 0.0016 0.0012 0.0010
FL+DP 0.0332 0.0207 0.0149 0.0126 0.0121
FL+HE 0.0137 0.0027 0.0017 0.0012 0.0010
FL+SMPC 0.0117 0.0027 0.0017 0.0012 0.0010
DP+HE 0.0346 0.0242 0.0150 0.0124 0.0115
DP+SMPC 0.0340 0.0211 0.0136 0.0123 0.0119
HE+SMPC 0.0132 0.0029 0.0018 0.0013 0.0010
PROPOSED 0.0339 0.0211 0.0136 0.0120 0.0115
Table 9.
Comparative Analysis of Computational Time and Computational Overhead on MNIST
Dataset
Techniques Computational Time(min) Computational Cost(min)
FL 4.612 0
FL+DP 6.866 2.25
FL+HE 54.99 50.37
FL+SMPC 4,528 -0.084
DP+HE 56.94 52.32
DP+SMPC 106.3 101.68
HE+SMPC 54.70 50.08
PROPOSED 56.99 52.37

Table 10. Comparative Analysis of Performance Metrics on MNIST Dataset

Techniques Precision Recall F1-score
FL 1.0 1.0 1.0
FL+DP 0.81 0.8 0.78
FL+HE 1.0 1.0 1.0
FL+SMPC 1.0 1.0 1.0
DP+HE 0.766 0.75 0.73
DP+SMPC 0.78 0.8 0.76
HE+SMPC 1.0 1.0 1.0
PROPOSED 0.833 0.85 0.826
Table 11.
Comparative Analysis of Accuracy on Fashion-MNIST Dataset
Techniques Accuracy (%)
Epoch-1 Epoch-2 Epoch-3 Epoch-4 Epoch-5
FL 89.0 90.17 91.24 89.87 90.78
FL+DP 69.58 74.55 75.68 77.78 78.63
FL+HE 87.99 89.90 91.38 90.09 91.57
FL+SMPC 85.05 89.12 90.52 90.30 91.35
DP+HE 69.61 76.08 77 .45 78.67 77.49
DP+SMPC 68.63 74.53 75.37 75.27 78.27
HE+SMPC 87.43 86.65 90.86 90.02 91.38
PROPOSED 71.67 76.89 77.00 77.37 78.38
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Table 7 gives a comparative analysis of the accuracy of classification of different
privacy-preserving methods on the MNIST dataset following five training epochs. The
basic Federated Learning (FL) model shows consistently high performance, which
improves with the increase in epochs, reaching a peak of 98.28% in the fifth epoch
and a decline afterward. The FL with Differential Privacy (FL+DP), on the other hand,
achieves much lower accuracy with an initial value of 54.34% and an increase to
78.20% at the end, which indicates the effect of strong privacy noise on the
performance of the models. Methods, including FL+HE and FL+SMPC, are very
accurate, such as standard FL, both of which approach and surpass 98% at the end
epoch. The results of hybrid privacy settings such as DP+HE and DP+SMPC have
moderate improvements over epochs, but are still lower than the FL-based secure
methods. The HE+SMPC structure is also highly performing with over 98% accuracy in
subsequent epochs. In the meantime, the proposed technique starts at very low
accuracy (52.52%) but gradually grows to be 85.55% in epoch five, which shows a
gradual improvement in its accuracy but is still lower than the highest-performance
FL-based technigues. Overall, the findings suggest that FL with cryptography, such as
HE and SMPC, can be accurate and high, but a more evident tfrade-off between
privacy exists with the notion of differential privacy.

Table 12.
Comparative Analysis of Loss on Fashion-MNIST Dataset
Techniques LOSS
Epoch-1 Epoch-2 Epoch-3 Epoch-4 Epoch-5
FL 0.0079 0.0047 0.0040 0.0035 0.0032
FL+DP 0.0182 0.0151 0.0149 0.0160 0.0158
FL+HE 0.0073 0.0046 0.0039 0.0034 0.0039
FL+SMPC 0.0081 0.0048 0.0040 0.0036 0.0032
DP+HE 0.0174 0.0143 0.0155 0.0158 0.0163
DP+SMPC 0.0187 0.0154 0.0158 0.0159 0.0162
HE+SMPC 0.0077 0.0047 0.0040 0.0035 0.0032
PROPOSED 0.0178 0.0136 0.0148 0.0154 0.0155

Table 8. compares the values of the losses incurred by the different privacy-preserving
learning methods on the MNIST data using five training epochs. The standard
Federated Learning (FL) model demonstrates the rapid loss reduction and the loss
decreases as the epoch goes on by 0.0123 in the first epoch to 0.00010 in the fifth
epoch, which shows effective convergence. The same behavior can be observed in
FL with  Homomorphic Encryption (FL+HE), and with Homomorphic Encryption
(HE+SMPC) also. In contrast, the methods based on Differential Privacy, including
FL+DP, DP+HE, DP+SMPC and the proposed approach, initialise their methods with
relatively large values of the loss and decrease more slowly, continuing to maintain
the values at approximately 0.011-0.012 by the final epoch. The trend shows how the
frade-off between privacy preservation and optimization performance occurs when
privacy mechanisms are increased, the convergence rate decreases and the loss
remains. Table 9 compares the computational time and the computational overhead
of the techniques that have been evaluated on the MNIST data set.

The efficiency of FL is manifested by the fact that the minimum computational time
(4.612 minutes) with no extra overhead is required of the baseline FL approach.
Differentiating privacy techniques shows a moderate time and cost increase, but
cryptographic techniques such as HE and SMPC have significant increases in
computational requirements. The most costly and time-consuming is DP+SMPC, which
means that it is associated with significant overheads in processing, as it has
infegrated privacy mechanisms. The proposed method also has a relatively high cost
and time of computation, just like other methods of hybrid computation, which means
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that to the cost of efficiency, the proposed method can offer better privacy
protection. Overall, the results reveal that although more advanced privacy-
preserving combinations are more effective in increasing security, they are
characterized by a high level of computational complexity compared to federated
learning, which is not focused on privacy.

Table 10. show a comparative evaluation of critical performance measures-precision,
recall, and Fl-score-achieved by the different privacy-preserving methods on the
MNIST data set. The baseline Federated Learning (FL) model, along with FL combined
Homomorphic Encryption (FL+HE), FL with Secure Multi-Party Computation (FL+SMPC)
and HE+SMPC present perfect performance of 1.0 in all three metrics, which translates
to highly accurate and balanced classification performance. On the other hand,
strategies that incorporate Differential Privacy, such as FL +DP, DP +HE, and DP +SMPC,
indicate relatively low precision, recall, and Fl-scores, as it reflects the impact of
privacy noise on predictive ability. The proposed one has a moderate performance
with a precision of almost 0.833, a recall of 0.85, and an Fl1-score of approximately
0.826, which is improving over some DP-based hybrids but still below the fully secure
FL-based methods. Overall, the results reveal that cryptography privacy mechanisms
have an efficient influence on classification in comparison to the impact of distinct
privacy mechanisms. Table 11. compares the accuracy of the classification at five
training epochs on the Fashion-MNIST dataset. The standard FL algorithm and
cryptographic compositions like FL-HE, FL-SMPC and HE+SMPC always have high
accuracy, over 90% in the later epochs, and they have stable convergence.

Conversely, the methods based on Differential Privacy -i.e. FL-DP, DP-HE, DP-SMPC,
and the proposed method, initially with a low level of accuracy but gradually gaining
over fime, do not achieve the level of performance of the best methods at the end
of the final epoch. Although the offered approach shows an incremental learning
progression across epochs, the final accuracy is in the upper-70 percent range,
pointing out the trade-off between a more powerful privacy preservation and
predictive performance. Combined, these findings help substantiate the thesis that,
whereas the hybrid privacy mechanisms can indeed enhance data security, they
may also result in performance loss in comparison to the pure federated or
cryptography-based learning models. Table 12. presents a comparative analysis of
the training loss across multiple epochs on the Fashion-MNIST dataset for different
federated learning techniques.

The baseline FL model shows a consistent reduction in loss over successive epochs,
indicating stable convergence. When differential privacy (FL+DP) and homomorphic
encryption (FL+HE) are incorporated individually, a slight increase in loss values is
observed, reflecting the impact of privacy noise and encryption constraints on model
optimization. The integration of secure multi-party computation (FL+SMPC) further
increases the loss due to additional cryptographic overhead.

Hybrid approaches combining DP, HE, and SMPC exhibit comparatively higher loss
values across epochs, demonstrating the trade-off between privacy preservation and
learning accuracy. Despite this, the proposed method maintains competitive loss
reduction behavior, achieving a balanced performance by preserving privacy while
ensuring effective model convergence across all epochs.

Table 13.
Comparative Analysis of Computational Time and Computational Overhead on Fashion-
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MNIST Dataset

Techniques Computational Time(min) Computational Cost(min)
FL 3.501 0
FL+DP 5.780 2.28
FL+HE 53.66 50.16
FL+SMPC 3.425 -0.075
DP+HE 54.95 51.45
DP+SMPC 5.700 2.2
HE+SMPC 53.46 49.96
PROPOSED 54.94 51.44
Table 14.
Comparative Analysis of Performance Metrics on Fashion-MNIST Dataset
Techniques Precision Recadll F1-score
FL 1.0 1.0 1.0
FL+DP 0.722 0.657 0.684
FL+HE 0.968 0.968 0.964
FL+SMPC 0.968 0.968 0.964
DP+HE 0.666 0.638 0.650
DP+SMPC 0.72 0.72 0.72
HE+SMPC 1.0 1.0 1.0
PROPOSED 0.611 0.6388 0.611
Table 15.
Comparative Analysis of Accuracy on CIFAR-10 Dataset
Techniques Accuracy (%)
Epoch-1 Epoch-2 Epoch-3 Epoch-4 Epoch-5
FL 15.87 27.20 33.09 39.81 46.45
FL+DP 10.00 13.11 17.67 22.52 25.24
FL+HE 10.09 21.53 27.52 34.44 43.04
FL+SMPC 12.26 27.29 30.80 43.94 41.40
DP+HE 10.00 14.71 20.58 24.65 25.87
DP+SMPC 16.25 17.95 21.23 24.35 25.73
HE+SMPC 11.52 25.49 24.16 36.21 45.61
PROPOSED 13.21 14.76 19.83 25.82 26.11
Table 16.
Comparative Analysis of loss on CIFAR-10 Dataset
Techniques LOSS
Epoch-1 Epoch-2 Epoch-3 Epoch-4 Epoch-5
FL 0.0359 0.0332 0.0297 0.0256 0.0232
FL+DP 0.0360 0.0359 0.0355 0.0342 0.0327
FL+HE 0.0360 0.0356 0.0318 0.0293 0.0255
FL+SMPC 0.0360 0.0340 0.0303 0.0262 0.0236
DP+HE 0.0360 0.0357 0.0347 0.0330 0.0321
DP+SMPC 0.0360 0.0357 0.0350 0.0336 0.0323
HE+SMPC 0.0360 0.0337 0.0308 0.0278 0.0248
PROPOSED 0.0360 0.0358 0.0349 0.0331 0.0323
Table 17.

Comparative Analysis of Computational Time and Computational Overhead on CIFAR-10
Dataset

Techniques Computational Time(min) Computational Cost(min)
FL 3.97 0
FL+DP 7.10 3.13
FL+HE 48.36 44.39
FL+SMPC 4.17 0.2
DP+HE 46.20 42.23
DP+SMPC 7.10 3.13
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HE+SMPC 45.06 41.09
PROPOSED 46.28 -0.99
Table 18.
Comparative Analysis of Performance Metrics on CIFAR-10 Dataset
Techniques Precision Recadll F1-score
FL 0.418 0.407 0.401
FL+DP 0.203 0.148 0.156
FL+HE 0.507 0.388 0.414
FL+SMPC 0.277 0.296 0.270
DP+HE 0.137 0.133 0.104
DP+SMPC 0.195 0.166 0.156
HE+SMPC 0.296 0.259 0.256
PROPOSED 0.203 0.185 0.1666

The time and overhead of different methods using the Fashion-MNIST data is
compared in table 13. The typical FL method provides the shortest computational
time, since it does not use privacy-preserving mechanisms. Algorithms, which consider
the concepts of differential privacy and homomorphic encryption, presuppose an
increase in the computation time due to the noise injection, as well as the encryption
algorithms. Secure multi-party computation is a method that results in excessive
computation overhead, which highlights the price of cryptographic coordination of
participants. Privacy preserving approaches that are of hybrid nature further increase
the time taken in implementation as many layers of security have been added
simultaneously. The proposed solution, nevertheless, has a streamlined balance,
through the reduction of redundant overhead, and still has robust privacy features,
making the cost of computation relatively efficient. This confirms the fact that the
proposed model has an improved privacy protection with a manageable complex
of computation. The following table 14. is a comparative evaluation of different
federated learning and privacy-preserving algorithms to the Fashion-MNIST dataset
through performance measures, i.e. precision, recall, and F1-score.

The baseline federated learning (FL) model scores perfectly in the three metrics, which
implies perfect classification when privacy is not a factor. However, when the
privacy/accuracy trade-off is applied, a large reduction in performance is observed,
which is typical of the privacy/accuracy trade-off. Methods based on homomorphic
encryption (FL+HE and DP+HE) have a higher stability than FL+DP and the values of
precision and recall are balanced and close to 0.96. Incorporation with secure multi-
party computation (FL+SMPC and DP+SMPC) also improves the robustness, at the
expense of the reasonable classification performance. The proposed approach has
competitive results among all the approaches assessed, and the values of precision,
recall and Fl1-score indicate balanced results, which is why the proposed approach is
an effective method to preserve privacy without significantly reducing the model
performance on the Fashion-MNIST dataset. Table 15 is a comparison of the
classification accuracy (%) of different methods based on the CIFAR-10 dataset with
five training epochs.

The findings reveal that the FL af the baseline has a steady and consistent increase in
accuracy with increasing the number of epochs, with the maximum accuracy at
Epoch-5. Models such as FL+DP and DP+HE are privacy-enhanced models that,
however, initially demonstrate a reduced accuracy due to the noise and encryption
overhead; but the performance is gradually increased with further training. A relatively
higher learning curve is associated with a method based on secure multi-party
computation (FL+4SMPC and DP+SMPC), which is more accurate than a purely
differential privacy-based method. Interestingly, the proposed approach shows a
steady and gradual increase in accuracy over all epochs, better performing than a
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number of privacy-preserving approaches. The frend demonstrates that the
suggested framework is quite adapted to the problematic image classification tasks
such as CIFAR-10. Table 16 offers the comparative analysis of the training loss values
of different federated and privacy-preserving methods on the CIFAR-10 dataset, with
5 epochs. The baseline FL model demonstrates that loss is steadily decreasing with the
number of epochs, which proves that the model can learn effectively without being
constrained by privacy. With differential privacy (FL+DP) the loss values are relatively
higher in the initial epochs, with gradual convergence observed. The encryption-
based techniques, such as FL+HE and DP+HE, have more stable loss reduction frends,
which suggests a higher level of tfraining consistency. Techniques that use secure multi-
party computation (FL+SMPC, DP+SMPC) also have a beneficial effect on
convergence behavior, in that they tend to have lower values of loss over subsequent
epoches.

Surprisingly, the provided method yields one of the lowest values of the loss by Epoch
5, which demonstrates quicker convergence and increased optimization
performance. This finding suggests that the proposed framework will be able to
achieve privacy and at the same time, efficient learning on complex image data sets
like CIFAR-10. A comparison of the computational fime and the computational cost
of various techniques experimented on the CIFAR-10 dataset is given in Table 17. The
baseline FL approach requires a minimal computational overnead, and hence is the
most efficient with regard to the time required to execute it. The implementation of
privacy mechanisms, though, infroduces a great deal of computational demands.
The FL+DP and DP+SMPC techniques have a higher computational cost because of
the addition of noise and the cryptography operations. Models based on encryption,
in particular, DP + HE and FL + HE, have the highest computational cost, which is a
measure of the high processing overhead of homomorphic encryption.

On the other hand, SMPC-based solutions portray a less biased frade-off between
security and efficiency. The solution proposed has a relatively lower computational
cost as compared to most privacy-preserving schemes and yet, a high privacy
assurance is offered. This shows that the proposed framework is both computationally
efficient and scalable, and thus is appropriate to real-world federated learning
applications where large and complex datasets. In Table 18, a comparative analysis
of the various federated learning and privacy-preserving methods on the CIFAR-10
dataset in terms of precision, recall and Fl-score is presented. The FL model, whose
baseline performance is much more successful than certain privacy-enhancing
methods. However, the effect of the incorporation of various privacy and encryption
systems on the realization of all the evaluation metrics can be observed to decrease
significantly. Among the privacy-preserving algorithms, those based on SMPC exhibit
arather good tradeoff between precision and recall as compared to purely DP or HE-
based models. The proposed strategy provides competitive and stable outcomes on
all measures, meaning that it is effective in terms of whether the classification quality
is at an acceptable level and whether the privacy guarantees are high. These results
confirm the suitability of the suggested solution to privacy-aware federated learning
of complex data such as CIFAR-10.

CONCLUSION

Federated Learning is a paradigm shift of centralized machine learning to
decentralized intelligence. Despite being less direct in data sharing, the question of
privacy vulnerabilities remains a big issue. This thesis shows that the hybrid privacy-
preserving frameworks are a possible solution to this problem. A balanced trade-off
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can be created between the model performance, scalability, and confidentiality by
combining the Differential Privacy and cryptographic aggregation and secure
computation solutions. Federated Learning re-architectures distributed artificial
intelligence and is moving computation to a decentralized environment. Nonetheless,
privacy issues continue to be the main barrier to mass adoption. It's an approach that
allows numerous users to train a single machine learning model with the oversight of
a central server, and with their training data stored locally on their device. The
approach is relevant in alleviating the risks associated with violations in data privacy.

It is a process by which a pool of clients collaborate towards solving machine learning
problems, with a central coordinator being the one who coordinates the entire
process. The paper will review the latest advances in privacy-preserving federated
learning and discuss them in the context of machine learning. It assesses privacy-
related solutions, which are already in existence, such as; secure aggregation, meta-
learning, blockchain technology, decentralized training, searchable encryption, and
data privacy mechanisms and zero-knowledge proofs. Federated learning (FL) is an
emerging technology that can be used in the realm of the intelligence of the Internet
of Things. However, the information that is model-related can be shared in FL and
reveal the sensitive data of the participants. In this regard, we propose a new privacy-
preserving FL framework, which is founded on a new chained secure multiparty
computing technique, which we call chain-PPFL. The scheme we are proposing is
based mostly on two mechanisms: 1) a single-masking mechanism which protects the
information that is exchanged between participants in a serial chain frame and 2) a
chained-communication mechanism which allows the masked information to be
communicated between participants in a serial chain frame.

We run large-scale experiments with respect to simulation by comparing the training
accuracy and the leak defence to other state-of-the-art schemes with two publicly
available data sets (MNIST and CIFAR-100). We established data sample distributions
(ID and NonlID), and training models (CNN, MLP and L-BFGS) in our experiments. The
experiment results show that the chain-PPFL scheme can offer a realistic privacy
preservation (which is the same as the various privacy with € to near zero) to FL at the
cost of communication, and without compromising the accuracy and convergence
rate of the fraining model. This study shows that privacy-protecting hybrid models can
be effective in balancing the privacy needs and the machine learning potential. With
further reinforcement of the data protection regulations at the international level,
architecture will be integrated into the trustworthy and ethical Al ecosystems. The
results of this study are making that vision a reality, as it not only presents theoretical
knowledge but also practically implements a next-generation distributed Al
framework.
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