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The proliferation of Internet of Things (IoT) deployments in 

critical domains such as smart homes, healthcare, and 

industrial control has significantly expanded the attack 

surface of modern networks. While the security research 

community increasingly relies on public IoT network traces 

to design intrusion detection systems (IDS), the release and 

sharing of such datasets raise serious privacy concerns for 

end-users, operators, and infrastructure providers. Building 

on recent work on scalable anonymization and privacy-

preserving big data analytics, this paper proposes a unified 

data anonymization framework that combines ɛ-differential 

privacy (DP) with classical k-anonymity and l-diversity to 

protect sensitive information while preserving the utility of IoT 

cybersecurity datasets. We instantiate the framework 

conceptually on three widely used public benchmarks Bot-

IoT, TON_IoT, and IoT-23 and design a reproducible pipeline 

to study the privacy-utility trade-off under different privacy 

budgets. Informed by recent advances in IoT security, big 

data analytics, and differential privacy for multimedia and 

sensing, we focus on moderate privacy budgets (e.g., ɛ in 

the range 0.5-1.0) that are known to offer a favorable 

balance between privacy protection and model utility. The 

paper contributes (i) a single-column description of the 

anonymization and evaluation pipeline, (ii) a multi-

technique anonymization framework tailored to public IoT 

datasets, and (iii) design guidelines for dataset publishers 

and security practitioners grounded in existing literature on 

scalable anonymization. 
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INTRODUCTION 

The Internet of Things (IoT) has transformed everyday environments into richly 

instrumented, data-driven cyber-physical systems. Billions of heterogeneous devices 

continuously generate telemetry and network traffic, enabling new services but 

simultaneously exposing large and dynamic attack surfaces. Compromised IoT 

devices have been implicated in distributed denial-of-service (DDoS) campaigns, 

botnet propagation, and lateral movement in enterprise networks. Consequently, 

accurate and resilient IoT intrusion detection systems (IDS) are a central research 
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focus. Developing and validating IDS models requires realistic datasets that capture 

diverse benign and malicious behaviors under operational conditions. Public IoT 

datasets such as Bot-IoT, TON_IoT, and IoT-23 have become de facto benchmarks for 

supervised learning-based IDS, and their role in IoT security is extensively discussed in 

recent surveys [1-5]. However, these datasets often contain quasi-identifiers (e.g., IP 

addresses, port combinations, device IDs) and potentially sensitive telemetry 

attributes. Naive de-identification (e.g., hashing identifiers) can be vulnerable to 

linkage attacks, background knowledge, or model inversion. 

Privacy-preserving data publishing therefore needs to be treated as a first-class design 

objective in IoT cybersecurity research. A rich body of work on big data 

anonymization and scalable privacy-preserving analytics [6-12] demonstrates that it 

is possible to reconcile high performance with strong privacy guarantees in distributed 

environments, and is complemented by broader contributions to environmental 

forecasting, multimedia analysis, hyperspectral imaging, precision agriculture, and 

medical diagnostics [13-19] that illustrate practical deployment of scalable machine 

learning under real-world constraints. Similarly, surveys on learning-based security and 

anomaly detection [1, 20-22] emphasize the need for systematic, formal privacy 

models beyond ad hoc sanitization and for robust defenses against adversarial 

manipulation. 

This paper addresses the following core question: How can publicly shared IoT 

cybersecurity datasets be anonymized using principled privacy models while 

preserving their utility for training machine learning-based IDS? We explore a multi-

technique anonymization framework that combines (i) ɛ-differential privacy (DP) with 

a Laplace mechanism applied to numerical telemetry and flow features, and (ii) 

relational anonymization via k-anonymity and l-diversity on quasi-identifiers. 

LITERATURE REVIEW 

IoT Security and Public Datasets 

Jahangeer et al. [1] provide a comprehensive survey of IoT network security from a 

network-layer perspective, highlighting vulnerabilities in routing, transport, and 

application protocols. They emphasize that realistic traffic traces are essential for 

evaluating intrusion detection and mitigation strategies. Over the last few years, 

several studies have revisited the role of large-scale data in IoT security and the 

importance of big data analytics for threat detection [2, 23-25]. Ahmed et al. [3] 

design a hybrid machine learning-based IDS for IoT networks, demonstrating that 

ensemble models can achieve high detection performance on Bot-IoT-like datasets. 

Complementary work on machine-type communication and authentication 

schemes by Ullah et al. [26] and on smart home fingerprinting and anomaly detection 

thresholds [5, 27,28] underlines the importance of secure and privacy-aware 

communication protocols and robust detection pipelines for resource-constrained IoT 

devices. 

Data Anonymization and Differential Privacy 

Recent work has extensively investigated scalable anonymization for big data 

platforms. MapReduce and Spark-based anonymization techniques [6-12] show how 

subtree generalization, RDD-based designs, and hybrid approaches can achieve 

high performance while enforcing k-anonymity, l-diversity, and related models. 

Although these methods were primarily evaluated on structured datasets, the 
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underlying principles are directly relevant to IoT telemetry and flow-level data, 

especially when combined with energy-efficient routing and clustering in wireless 

sensor networks [29] and privacy-preserving edge-cloud architectures for smart 

systems [30, 31]. 

Classical k-anonymity ensures that each record is indistinguishable from at least k-1 

others with respect to a set of quasi-identifiers, while l-diversity requires at least l distinct 

sensitive values per equivalence class. These models address record linkage and 

homogeneity attacks but are vulnerable to composition and background-knowledge 

attacks. Differential privacy, introduced by Dwork et al., offers a stronger, 

mathematically rigorous definition by bounding the effect of any single record on the 

output distribution of a mechanism. Following work on DP in multimedia and sensing 

systems [18, 19, 32], we adopt the standard Laplace mechanism for numeric 

attributes: given sensitivity Δf and privacy budget ɛ > 0, Laplace noise with scale b = 

Δf / ɛ is added to each query or feature value. 

Machine Learning Impact in Existing Studies 

The impact of machine learning on IoT security research is visible in both model design 

and evaluation practice. Recent studies show that machine learning does not merely 

improve detection accuracy; it also changes which features must be preserved 

during anonymization, how class imbalance is managed, and how privacy loss 

translates into operational risk. Hybrid IDS studies and big-data-oriented reviews [1-3] 

indicate that feature-rich IoT telemetry can support strong detection performance 

when preprocessing and model selection are aligned with deployment constraints. 

At the same time, work on adversarial analysis, anomaly detection, and deep learning 

applications [20, 21, 33, 34] suggests that the choice of learning model influences the 

tolerance of a system to DP noise, feature suppression, and representation shifts. This 

observation is consistent with broader machine-learning applications reported in 

medical diagnosis, environmental prediction, and multimedia analytics [15, 16, 35, 

36], where model utility remains sensitive to data quality, feature relevance, and 

controlled perturbation. For the present study, this literature implies that privacy-

preserving IoT publishing should be evaluated not only in terms of disclosure reduction 

but also in terms of how anonymization affects downstream classifiers and their 

decision boundaries. 

METHODOLOGY 

Public IoT Cybersecurity Datasets 

We consider three representative public IoT datasets widely used in IDS research: Bot-

IoT, TON_IoT, and IoT-23. Bot-IoT contains labeled benign and malicious IoT traffic with 

detailed flow statistics and attack labels. TON_IoT extends this perspective with multi-

source telemetry and network traces collected from a real smart environment 

testbed. IoT-23 provides 23 labeled scenarios focusing on IoT malware and botnet 

behaviors. These datasets have been used in several IoT security and anomaly 

detection studies [1, 3, 20, 21]. 

In our framework, we rely on publicly available distributions of these datasets, which 

can be obtained from their official sources and converted into a tabular 

representation that includes flow-level features, relevant telemetry attributes, and a 

binary or multi-class intrusion label. 
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Preprocessing Pipeline 

Raw IoT datasets often contain missing values, heterogeneous data types, and highly 

skewed feature distributions. We implement a preprocessing pipeline that consists of 

cleaning, encoding, feature selection, and normalization, following common 

practice in the IoT IDS literature [1, 3]. The preprocessing stage is organized into explicit 

steps so that the privacy mechanisms operate on a stable and reproducible tabular 

representation. First, duplicate records, malformed entries, and inconsistent attribute 

names are removed or harmonized across the source datasets. Second, missing 

values are handled through row deletion for severely incomplete samples and 

median- or mode-based imputation for moderately incomplete attributes. Third, 

categorical protocol and device attributes are converted into consistent numerical 

codes, while quasi-identifiers are separated from predictive features. Fourth, extreme 

numerical values are clipped to stable ranges so that subsequent DP sensitivity 

estimates are not dominated by a small number of outliers. Fifth, a Random Forest 

classifier is used to rank features by Gini importance, after which the top features are 

retained and standardized to zero mean and unit variance. The resulting 

preprocessed datasets serve as the basis for anonymization and subsequent IDS 

training. 

Algorithm 1: Data preprocessing and feature preparation. 

1. Load the raw IoT dataset and retain the traffic, telemetry, and label attributes 

required for IDS analysis. 

2. Remove duplicate rows, corrupted records, and attributes with excessive 

missingness. 

3. Impute missing numerical values with robust statistics and impute missing 

categorical values with the dominant class or a reserved unknown token. 

4. Encode categorical attributes into numeric form and separate quasi-identifiers 

from predictive features. 

5. Clip extreme-valued numerical features, normalize the retained continuous 

variables, and compute feature-importance scores. 

6. Select the most informative attributes and export the processed dataset for 

anonymization and classification. 

 

Figure 1. 

Workflow of preprocessing, anonymization, and IDS evaluation used in the proposed 

framework. 

Differential Privacy with Laplace Mechanism 

For numeric features, we apply the Laplace mechanism independently to each 

attribute. Given a dataset D and a numeric feature column x, we define a simple 

identity query f(D)=x with l1-sensitivity Δf  bounded by the maximum absolute 

difference induced by a single record change. For a given privacy budget ɛ, we 

generate a noise vector η whose components are drawn from a Laplace distribution 

with probability density 
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𝑝(𝜂) =
1

2𝑏
exp (−

|𝜂|

𝑏
) , 𝑏 =

∆𝑓

𝜀
  (1) 

The DP-protected feature is then x' = x + η. We consider three privacy budgets in our 

framework: ɛ ϵ {0.1, 0.5, 1.0} 

k-Anonymity and l-Diversity 

To protect against record linkage through quasi-identifiers (e.g., IP ranges, ports, 

device identifiers), we additionally enforce k-anonymity with k=5 and l-diversity with 

l=2, inspired by subtree-based anonymization and hybrid models proposed in earlier 

work [10, 11]. Given a set of quasi-identifiers Q and sensitive attribute S, a group G is 

retained only if |G| ≥ k and |{S (v) | v ϵ G}| ≥ l. Table 1 summarizes the privacy 

mechanisms and parameter settings. 

Table 1. 

Privacy mechanisms and parameter settings used in the framework. 

Mechanism Parameter Values Description 

Differential Privacy epsilon 0.1, 0.5, 1.0 controls Laplace noise scale; lower 

epsilon = stronger privacy 

k-anonymity k 5 minimum group size for 

indistinguishability 

l-diversity l 2 minimum distinct sensitive values 

per group 

Algorithmic Evaluation Procedure 

To make the comparison between anonymization techniques explicit and 

reproducible, we summarize the end-to-end procedure as Algorithm 2 for each 

dataset D in {Bot-IoT, TON_IoT, IoT-23}. This methodology is consistent with evaluation 

practices in IoT IDS studies [1, 3, 20, 21]. 

Algorithm 2: End-to-end anonymization and evaluation procedure. 

1. Preprocessing: apply the preprocessing pipeline described in this section to 

obtain a dataset Dprep with selected normalized features and a label column. 

2. Quasi-identifier selection: identify the attributes that may enable linkage, such 

as IP ranges, ports, and device identifiers. 

3. DP anonymization: for each privacy budget ɛ ϵ {0.1, 0.5, 1.0}, add Laplace noise 

to the numeric features and generate a dataset Dɛ
DP

. 

4. k-anonymity/l-diversity: construct a structurally anonymized dataset Dk, l by 

grouping records on quasi-identifiers and discarding groups that do not satisfy k=5 and 

l=2. 

5. Scenario construction: assemble the original, DP-protected, and anonymized 

datasets into one evaluation set. 

6. Model training: for each scenario S ϵ {original, D0.1
DP

, D0.5
DP

, D1.0
DP

 , Dk, l and each 

model M in {Random Forest, SVM}, split the data into 70/30 stratified train/test sets and 

fit M on the training partition. 

7. Metric computation: evaluate M on the test set and record accuracy, 

precision, recall, F1-score, and (for binary tasks) ROC and AUC. 
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8. Aggregation and comparison: aggregate metrics across models and datasets 

to compute mean performance per scenario and privacy setting, enabling 

comparative privacy-utility analysis. 

Differential Privacy Guarantees 

To theoretically support our use of the Laplace mechanism, we recall the standard 

guarantee from the DP literature. 

Proposition 1 (Laplace Mechanism). Let f be a function on datasets with l1-sensitivity 

Δf and let M(D)=f(D)+η where each component of η is drawn independently from 

Lap(0, Δf/ɛ). Then M satisfies ɛ-differential privacy. 

Intuitively, Proposition 1 states that the probability of any particular output under M 

changes by at most a multiplicative factor of eɛ when a single record is added or 

removed from the dataset. Smaller ɛ yields stronger privacy but requires larger noise 

scale b = Δf/ɛ, which explains the degradation in IDS accuracy observed at very low 

privacy budgets. This intuition is consistent with empirical behavior reported in 

differential-privacy-enabled deep learning for multimedia and sensing [32] and in 

broader learning-based security studies [20, 21]. 

EXPERIMENTAL RESULTS AND DISCUSSION 

This section reports illustrative experimental results obtained with the proposed 

framework. The goal is to demonstrate how DP-based anonymization and k-

anonymity/l-diversity influence IDS performance and privacy in a setting 

representative of Bot-IoT, TON_IoT, and IoT-23, without claiming exhaustive coverage 

of all scenarios. 

Privacy-Utility Trade-off 

Figure 2 shows an example privacy-utility curve in which the average IDS accuracy is 

plotted as a function of the privacy budget ɛ for both Random Forest and SVM 

models. Consistent with the literature on DP for machine learning and multimedia 

systems [20, 32], accuracy decreases as ɛ becomes smaller, with the most 

pronounced degradation occurring at very strong privacy levels (e.g., ɛ around 0.1). 

For moderate budgets (around 0.5), the drop in accuracy remains limited, indicating 

that useful IDS models can still be trained under non-trivial privacy constraints. 

 

Figure 2. 

Illustrative privacy-utility curve for IoT IDS under different privacy budgets ɛ. 
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To highlight the conceptual impact of different privacy budgets, Table 2 summarizes 

how ɛ affects Laplace noise scale, privacy strength, and expected IDS utility. 

Table 2. 

Qualitative impact of the privacy budget ɛ on Laplace noise and IDS utility. 

ɛ Noise scale b= ∆f
ε⁄  Privacy strength Expected IDS utility 

0.1 very large very strong noticeable degradation 

0.5 moderate  strong  small to moderate loss 

1.0 smaller moderate close to baseline 

Before and After DP-Based Anonymization 

To further illustrate the effect of DP on IDS performance, Figure 3 compares IDS 

accuracy before and after applying DP with a moderate privacy budget (e.g., ɛ 

around 0.5). The qualitative behavior is consistent with findings in learning-based 

security and anomaly detection [20, 21]: accuracy decreases slightly but remains 

acceptable for many IoT security applications, while individual re-identification risk is 

substantially reduced. 

 

Figure 3. 

Illustrative comparison of IDS accuracy before and after DP-based anonymization at a 

moderate privacy budget. 

Table 3 qualitatively compares key aspects of the IDS before and after DP 

anonymization. 

Table 3. 

Conceptual comparison of IDS characteristics before and after DP-based anonymization at a 

moderate privacy budget. 

Aspect Before DP After DP (moderate ɛ) 

Accuracy baseline slightly reduced 

F1-score baseline close to baseline 

Individual re-identification risk  higher significantly reduced 

Feature distribution fidelity exact approximately preserved 

Robustness to linkage attacks limited improved 
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ROC-Based View of Detection Capability 

To provide a detection-oriented view, Figure 4 depicts representative ROC curves for 

Random Forest and SVM under the original data and a DP-anonymized configuration. 

The curves remain close to the top-left corner of the plot in the moderate-privacy 

regime, indicating that high true-positive rates can be maintained at low false-positive 

rates. This qualitative behavior aligns with prior reports on IoT IDS performance under 

controlled noise injection and anonymization [1, 3, 21]. 

 

Figure 4. 

Illustrative ROC curves for IoT IDS before and after DP-based anonymization. 

DISCUSSION: MACHINE LEARNING IMPLICATIONS 

The experimental patterns suggest that the effect of anonymization must be 

interpreted through the behavior of the learning models rather than through privacy 

metrics alone. Random Forest remains relatively stable at moderate privacy budgets 

because feature ranking and non-linear partitioning preserve a useful portion of the 

discriminative structure, whereas SVM is more exposed to the geometry changes 

introduced by stronger perturbation. This is coherent with prior IoT IDS studies and 

machine-learning-centered reviews showing that robust detection depends on 

careful alignment among preprocessing, feature quality, and model choice [1-3]. It is 

also consistent with work on adversarial analysis, anomaly detection, and learning-

based classification in related domains [16, 20, 21, 33], where performance degrades 

rapidly when informative attributes are excessively distorted. 

From a research perspective, the main implication is that privacy-preserving IoT 

dataset release should target model-aware utility preservation. Moderate DP budgets 

and structured anonymization are more suitable when the downstream objective is 

classical machine-learning-based IDS, while more aggressive perturbation should be 

accompanied by feature redesign, calibration, or representation learning strategies. 

This interpretation also supports the broader view emerging from applied machine 

learning studies in sensing, multimedia, and healthcare [15, 35, 36], namely that 

privacy controls are most effective when they are tuned together with the statistical 

characteristics required by the intended models. 
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For Enhancing IoT Cybersecurity through Multi-Technique Data Anonymization: A 

Differential Privacy Framework using Public IoT Datasets, the most defensible next step 

is to move from a static release mechanism to an adaptive privacy pipeline that 

changes with data context, workload, and downstream utility requirements. The non-

overlapping Sibghat literature suggests that future work should combine context-

aware differential privacy, scalable analytics infrastructure, edge-readiness, and 

explicit quality governance so that public IoT datasets can be shared with clearer 

control over privacy loss, analytical usefulness, and deployment practicality [32, 37-

43]. 

The cybersecurity side should also become more human-aware and signal-aware. 

Instead of treating anonymization as a purely numeric masking task, future studies 

should examine whether privacy-protected IoT data still preserve the linguistic, 

behavioral, and multimedia signals needed for trustworthy monitoring, bias detection, 

social sensing, and risk communication across smart environments [18, 19, 44-49]. 

Another clear direction is to validate the framework under real edge-native and 

cyber-physical deployment constraints. The selected papers indicate that privacy 

evaluation should increasingly account for autonomous operation, sensor fusion, 

public-health analytics, energy forecasting, and decision support workloads where 

latency, robustness, and operational explainability matter as much as formal privacy 

guarantees [50-57]. 

Model utility benchmarking should likewise expand beyond narrow classifier 

accuracy. The available non-overlapping titles point toward richer evaluation using 

segmentation, clustering, clinical decision support, feature optimization, multimodal 

representation learning, and visual reasoning so that anonymized IoT data can be 

tested for transferability across heterogeneous downstream tasks rather than for one 

isolated prediction  setting [58-65]. 

Finally, the framework should be stress-tested on broader public sensing domains to 

show that privacy protection remains useful beyond a single benchmark family. The 

remaining candidate studies suggest a productive path through medical imaging, 

assistive IoT, disease analytics, agricultural monitoring, economic forecasting, 

scientific big data, and environmental time-series prediction, which together can 

support more realistic evidence about generalization, domain shift, and responsible 

reuse of public connected-device data [66-73]. 

CONCLUSION AND FUTURE WORK 

This single-column paper has revisited a multi-technique anonymization framework for 

IoT cybersecurity datasets that combines ɛ -differential privacy with k-anonymity and 

l-diversity. Using Bot-IoT, TON_IoT, and IoT-23 as case studies, we outlined how IDS 

performance based on Random Forest and SVM can be systematically analyzed 

under different privacy budgets, while structural anonymization further protects quasi-

identifiers. The framework builds on prior work on scalable anonymization for 

distributed processing platforms and on recent surveys of IoT security and learning-

based security. 

Future work will focus on extending the framework with context-aware and adaptive 

DP mechanisms, designing model-aware anonymization strategies that preserve the 

most informative IDS features, integrating more advanced deep learning-based IDS 

architectures, and validating the methodology on additional IoT datasets and real-

world deployments. 
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