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The Internet of Things (loT) is a concept that involves integrating
diverse objects to enable seamless interaction between real-world
and virtual entities. loT is now connecting the physical world to
networks. |oT devices can sense, process, transmit, and store data
collected from the physical world. However, these devices are
resource-constrained, creating significant security vulnerabilities in
many loT applications. Implementing effective security measures on
such devices is challenging without compromising their
performance or potentially causing damage. Consequently, there
is a substantial gap between the security capabilities of current loT
devices and their security requirements. Computer security
principles, namely Confidentiality, Integrity, and Availability (CIA),
can be compromised by malicious intrusions or attacks on
computers and information databases. This study proposed and
compared 1D CNN and XGBoost for detecting malicious attacks in
the loT environment. The proposed techniques were evaluated on
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the five variants of NetFlow datasets. The experiments shows that the
proposed techniques outperform the Ensemble Tree classifier,
achieving better performance in  binary and multi-class
classification. The results for 1D CNN and XGBoost were compared
on the basis of F1 measure, AUC, recall, correctness value, and ppv..
The comparison shows that XGBoost is the better-performing model
across the NetFlow datasets. XGBoost's ability to capture complex
patterns and optimize the classification task makes it robust and
effective.
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INTRODUCTION

The usage of Internet of Things (loT) technologies and systems is rapidly increasing at
an unprecedented rate. According to Datar Reportal (2023), in January 2023, there
were 5.16 billion internet users worldwide, indicating that é4.4 percent of the world's
population is currently connected online. While the global internet user total has
grown by 1.9 percent in the past year, delays in data reporting imply that the actual
growth may be greater than what these figures indicate. Figure 1 shows the total
count of individuals using the internet in millions, along with the percentage change
from one year to the next in the loT environment according to Data Reportal
(2023).bModern loT systems are no longer limited to the individual level, as
interconnected IoT devices are now widespread across entire cities or even countries.
With the aid of the expanding communication speed and bandwidth, 10T devices
have the capacity to collect, fransmit, and process vast quantities of data (Singh et
al., 2024; Mapari et al., 2024). loT systems, along with the data they collect, present
significant prospects for creating and delivering intelligent services in various fields
such as intelligent tfransportation, automated surveillance, and smart cyber-physical
systems (Jain et al., 2024; Zafar et al., 2022). According to research conducted by
Cisco, it is expected that there will be an average of 75.3 billion loT devices actively
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connected by the year 2025 (Lavanya & Anushiya, 2024; Siddiqui, 2023). Nonetheless,
since the data collected by loT systems may contain sensitive information and most
loT devices are resource constrained, it is essential to focus on privacy protection and
reliable data security issues. Numerous security Numerous security holes have also
been established by the rapidly increasing internet usage. Numerous smart devices
such as sensors and actuators with constrained processing capabilities and
heterogeneous hardware make up an loT system. It is extremely difficult fo implement
effective security countermeasures on such devices without compromising
performance or perhaps causing harm. As a result, there is a substantial gap between
the security capabilities of current 10T devices and the security needs. The computer
security guidelines, namely Confidentiality, Integrity, and Availability (CIA), may be
compromised.

To close these security holes, a variety of technologies are used, including firewalls,
data encryption, and user authentication. A variety of attacks can be prevented using
these security measures. However, thorough packet analysis is not possible with these
security technologies. As a result, the security tools are unable to detect attacks at the
desired level. To address these shortcomings, intrusion prevention systems (IPS) and
intrusion detection systems (IDS) have been introduced. These systems' algorithms —
including machine learning, deep learning, and artificial inteligence — allow them to
analyze data more thoroughly than other security systems. IDS systems are only used
for intrusion detection and analysis, whereas IPS systems function as both detection
and prevention mechanisms (Kizza, 2024; Shahin et al., 2024).

According to the latest Check Point Research (2023) cybersecurity report, in 2022, the
global landscape withessed a notable surge in cyber threats. Malware attacks
experienced a 2% year-on-year increase, reaching a staggering 5.5 billion incidents.
Infrusion attempts, on the other hand, witnessed a substantial rise of 19%, with an
alarming total of 6.3 frillion attempts. Cryptojacking attacks, a concerning cyber
threat, saw a significant surge as well, hitting a count of 139.3 million attacks — a 43%
increase compared to the previous year. Meanwhile, the Internet of Things (loT) sector
also faced severe challenges, with loT malware witnessing an alarming 87% spike,
accounting for a total of 112.3 million incidents. These statistics underscore the growing
intensity and sophistication of cyber threats, emphasizing the vital necessity of strong
cybersecurity defenses to protect people, businesses, and governments against the
constantly changing cyber environment. As we move forward, it becomes imperative
for all stakeholders to remain vigilant and proactively address these escalating cyber
threats to ensure a safer digital environment for everyone.

LITERATURE REVIEW

ML based and DL based NIDS's performances are greatly influenced by network data
features. However, analyzing ML and DL models is frequently inaccurate because
every ML-based NIDS and DL-based NIDS is trained and verified utilizing various
features that might not contain security measures. Hence, commonality feature
selection from numerous datasets is necessary for assessing the potential of ML-based
and DL-based algorithms to generalize across datasets. Sarhan et al. (2021)
demonstrated the NetFlow dataset. Four standard datasets NTW-NP15, BoF-loT, TON-
loT, and CES-CIC-IDS were used in the extraction of the NetFlow dataset. To create
NetFlow datasets, the publicly accessible packet capture (pcap) files for each
dataset are used. Ntop's nProbe software was used to transform the pcap files into
NetFlow version 9 format. Twelve features were chosen for exiraction. An Ensemble
Tree Classifier was utilized for the evaluation of performance on five datasets.
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Experimental results showed that NetFlow dataset performance decreases as
compared to the benchmark dataset performance. Rashid et al. (2022) offered a
tree-based hybrid ensemble approach and evaluated the model's efficacy on NTL-
KDD and USNW-NB15. The approach was based on hybrid ensemble learning. The
Select Best model was utilized to determine the k best features, with k equal to 20,
yielding the top 20 important features ranked by their predictive score. The study
evaluated 20 features with the highest scores out of the 41 and 42 features in both
datasets. A higher-scoring characteristic has a greater impact in discriminating
between typical and anomalous applications. The study improved the suggested
technique by including feature selection approaches to choose the most appropriate
characteristics. The study concentrated on detecting network traffic as normal or
aftack and did not concentrate on identifying the different classes. Saeed (2022)
aimed to ameliorate the efficacy of classifiers in identifying unknown attacks by
focusing on boosting the classifier's performance.

Furthermore, the main goals of the work were to implement and investigate the most
generally used classifiers, i.e., KNN and Bayes, in the deployment of IDS, to
autonomously assess classifiers’ performance separately, and then use these two
classifiers to build a hybrid classifier. NSL-KDD and KDD 1999 datasets were used in the
investigation. Aslan et al. (2023) proposed a technique based on BGAN to improve
the performance of ML approaches RF, DT, and ANN. BGAN is utilized to produce a
wider range of data that can be employed for further analysis. The outcomes indicate
that the data model proposed can significantly improve the efficacy of RF, DT, and
ANN.

In another study, Jain et al. (2024) presented a unique multi-stage optimized ML-based
NIDS architecture that can decrease computation time and cost while retaining
detection efficiency. The suggested framework's performance was evaluated on
CICIDS-2017 and UNSW-NB 2015 datasets. Jimmy (2024) first assessed four
unsupervised machine learning algorithms on two current datasets. The outcomes
revealed that although these methods exhibited impressive classification scores on
one dataset, they were not competent in preserving the consistent degree of
correctness value when applied to another dataset with similar features. Another ML-
based study was presented by Bui et al. (2024). ML algorithms DJ, RF, and SVM were
proposed. These models address the issue that arises when IDS enhances system
performance by reducing false alarm rates while increasing actual alarm rates. KDD
and CICIDS2017 datasets were used to evaluate the performance of detecting
intrusions from network-based ML approaches.

Traditional NIDS are policy based. With the increase in technology new algorithms
have been developed for generation of lIoT Bots. These Bots are more complicated
and sophisticated that already designed NIDS are unable to detect these attacks in
the network traffic. So new and improved deep learning-based solutions are required
to prevent this limitation. The following is a list of issues with current solutions:

o Traditional based NIDS are not so much capable of detecting sophisticated
and complicated loT Botnets and are less efficient in producing high correctness
value, ppv, recall with low false alarm rates.

o Most the datasets used in the existing models are outdated and are not
proficient enough of detecting new emerging attacks.

. Traditional based NIDS are not proficient enough of detecting and
categorizing types of malicious fraffic in the network.

o Traditional based NIDS have high false alarm rate.
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PROPOSED METHODOLOGY

The proposed system architecture used in this paper is shown in Figure 4. We have
devised and compared two separate architectures based on ML and DL for
detecting attacks and threats loT environment. The first architecture is based on
XGBoost, while the second architecture utilizes a 1D-CNN.

NetFlow Dataset

The dataset leveraged in this work consists of variants of the NetFlow dataset. These
datasets are publicly accessible (Sarhan et al.,, 2021). The NF-USNW-NT15 dataset
contains 1,623,118 instances categorized intfo nine attack classes. The NF-TON-loT
dataset has 600,100 instances divided into four attack classes. The NF-BoN-loT dataset
includes 1,379,274 records, with 80.4% benign and 19.6% attack samples, classified into
nine classes. The CSE-CIC-IDS2018 dataset comprises 8,392,401 records, with 87.86%
benign and 12.14% attack samples, categorized into various attack types. The NF-UQ-
NIDS dataset combines the previous datasets, resulting in 11,994,893 records with
76.77% benign and 23.23% attack samples, demonstrating the feasibility of creating a
comprehensive and diverse NIDS dataset. A summary of the dataset is presented in
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Figure 1.
Proposed Architecture
Preprocessing Phase

Captured network fraffic data must be pre-processed before training the model. This
involves handling empty fields or NaN values, converting categorical data (such as IP
addresses) to numeric values, and scaling the data using MinMax or Standard Scaler.
Attack-indicating labels are converted to numerical values through One Hot
Encoding. Following that, the dataset is separated into subsets training (75%), and
testing (25%).

Proposed Algorithms

The following two algorithms are used in paper for detecting malicious attacks from
the network traffic.
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1. 1D-CNN
2. XGBoost

Proposed 1D-CNN

The five convolutional layers including three fully linked layers, each one having a
unique set of parameters, constitute the proposed 1D-CNN architecture. Pooling
layers are subsequent after first, second, and fifth convolutional layers. The activation
function used in each layer is relu, with exception of the output layer, which uses
softmax. Architecture of 1D-CNN is presented in Tablel.

Table 1:
Architecture of 1D- CNN
Layers Feature Map Filter Stride Size of Padding Activation
No of Filters/ Size/ Feature Function
Neurons Kernel Map
Size
Input Image - - - 227x227x3 - relu
Layer
First Convolution 96 11 4 55x55x96 same relu
Layer Pooling 96 3 2 27x27x96 -
Second | Convolution 256 5 1 27x27x256  Same relu
Layer Pooling 256 3 2 13x13x256 -
Third Convolution 384 3 1 13x13x384  same relu
Layer
Fourth Convolution 384 3 1 13x13x384  same relu
Layer
Fifth Convolution 256 3 1 13x13x256  same relu
Layer Pooling 256 3 2 6x6x256 -
Sixth Fully - - - 4096 - relu
Layer Connected
Seventh Fully - - - 4096 - relu
Layer Connected
Eighth/ Fully - - - No of - softmax
Output Connected Classes
Layer
Batch Size 512
Epoch 10
Model Optimizer Adam
Loss Function Sparse Categorical Cross Entropy

Proposed XGBoost Algorithm

The XGBoost algorithm has been selected for classifying malicious intrusions in the loT
environment. The model configuration includes a maximum tree depth of 5 to prevent
overfitting, a learning rate of 0.1, and 1000 boosting iterations. We set the minimum
loss reduction to O, minimum sum of instance weights to 1, and used an 80% subsample
and 80% column sample by tree to introduce diversity. Additionally, L1 regularization
(LASSO) with a penalty term of 0.005 was applied to control model complexity and
promote sparse feature selection.

RESULTS AND ANALYSIS

The devised architecture was evaluated for both multiclass and binary class
classification. For binary class classification these datasets have 2 classes benign and
malicious represented by 1 and 0 respectively. For multi-class classification NF-UNSW-
NB15 has 10 classes 1 for benign and another 9 for different attacks, NF-BoT-loT has 5
1 for benign and other 4 for different attacks, NF-ToN-loT has 10 1 for benign and
another 9 for different attacks, NF-CSE-CIC-IDS2018 has 7 classes 1 for benign and
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other 6 for different attacks and NF-UQ-NIDS has 21 classes 1 for benign and other 20
for different incursions.

BINARY CLASS CLASSIFICATION

1D-CNN

For For the NF-USNW-NB15 dataset, 1D-CNN obtained 98.64% classification
correctness, 0.9419 positive predicted value (ppv), 0.8924 true positive rate (TRP),
0.2156 F measure, and 0.9960 AUC for the NF-UNSW-NB15 dataset. It obtained 98.75%
correctness, 0.9577 ppv, 0.7501 TRP, 0.8221 F1 measure, and 0.9866 AUC on the NF-
BoT-loT dataset. It obtained 98.45% correctness, 0.9867 ppv, 0.9641 trp, 0.9749 F1
measure, and 0.9958 AUC for the NF-ToN-loT dataset. The findings were 99.13%
correctess, 0.9911 ppv, 0.9678 trp, 0.97921 F1 measure, and 0.9861 AUC on the NF-CSE-
CICIDS2018 dataset. Finally, for the NF-UQ-NDS dataset, 1D-CNN achieved a
correctness value of 89.53%, a ppv of 0.8581, a recall of 0.8427, an F1 measure of
0.8499, and an AUC of 0.7820. Figure 5 displays the CM for the binary class
classification assessed using the 1D-CNN Algorithm for NF-USNW-NB15, NF-BoT-loT, NF-
ToN-loT, NF-CSE-CICIDS2018, and NF-UQ-NIDS.

Figure 2.
(Left to Right) Confusion Matrix for NF-UNSW-NB15, NF-BoT-loT, NF-ToN-loT, NF-CSE-CICIDS2018,
NF-UQ-NIDS Binary class classification evaluated through 1D-CNN Algorithm

XGBoost

For For the NF-UNSW-NB15 dataset, XGBoost attained a 99.01% correctness value
featuring a ppv of 0.9419, recall of 0.9267, F1 measure of 0.9402, and AUC of 0.9267,
reflecting high correctness value in positive instance identification and strong overall
efficiency. In the NF-BoT-loT dataset, XGBoost reached 99.25% correctness value
featuring a ppv at 0.9742, recall at 0.8556, F1 measure at 0.9060, and AUC at 0.8556,
indicating high ppv but room for improvement in recall and overall discriminatory
power. For the NF-ToN-loT dataset, XGBoost delivered an exceptional 99.96%
correctness value with near-perfect ppv (0.9994), recall (0.9992), F1 measure (0.9993),
and AUC (0.9992), showcasing excellent efficiency. On the NF-CSE-CICIDS2018
dataset, it achieved 99.35% correctness value with ppv of 0.9960, recall of 0.9734, F1
measure of 0.9844, and AUC of 0.9734, demonstrating high efficiency but with slightly
lower recall and discriminatory power. Finally, for the NF-UQ-NIDS dataset, XGBoost
had a 99.29% correctness value with ppv of 0.9936, recall of 0.9865, F1 measure of
0.9900, and AUC of 0.9865, reflecting robust efficiency and low false positive and
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negative rates. Binary Class Classification Results for 1D-CNN and XGBoost is presented
in Table 2.
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Figure 3.
(Left to Right) ROC Curve for NF-UNSW-NB15, NF-BoT-loT, NF-ToN-loT, NF-CSE-CICIDS2018, NF-
UQ-NIDS Binary class classification evaluated through 1D-CNN Algorithm

MULTI-CLASS CLASSIFICATION
1D-CNN

For the NF-UNSW-NB15 dataset, 1D-CNN attained a correctness value of 96.86%, with
a ppv of 0.3758, recall of 0.2851, F1 measure of 0.2944, and AUC of 0.9672. This
indicates a relatively low correctness value in classifying positive instances and a
limited ability to capture them, reflected by a high false positive rate (FPR) and false
negative rate (FNR), although the high AUC suggests strong discriminatory power. For
the NF-BoT-loT dataset, 1D-CNN reached 80.58% correctness value, with ppv of 0.4319,
recall of 0.3934, F1 measure of 0.3966, and AUC of 0.8451. This demonstrates adequate
efficiency, with adequate FPR and FNR, and a reasonable AUC. In the NF-TON-loT
dataset, 1D-CNN achieved 66.97% correctness value, with ppv of 0.3275, recall of
0.3288, F1 measure of 0.3118, and AUC of 0.8365. These results reflect low ppv and
recall, high FPR and FNR, and adequate discriminatory power. For the NF-CSE-
CICIDS2018 dataset, 1D-CNN attained 97.04% correctness value, with ppv of 0.6682,
recall of 0.6291, F1 measure of 0.6134, and AUC of 0.9810. This indicates a adequate
ppv and recall, showing reasonable efficiency overall, with strong discriminatory
power. Lastly, for the NF-UQ-NIDS dataset, 1D-CNN achieved 83.99% correctness
value, with ppv of 0.4165, recall of 0.3316, F1 measure of 0.3000, and AUC of 0.9506.
This reflects adequate efficiency, with high FPR and FNR, and good discriminatory
power.

XGBoost

For the NF-UNSW-NB15 dataset, XGBoost attained a correctness value of 98.00%, with
a ppv of 0.5924, recall of 0.5689, F1 measure of 0.5759, and AUC of 0.78%94. This
indicates adequate efficiency, with potential for improving the correctness value of
positive predictions and capturing more positive instances. In the NF-BoT-loT dataset,
XGBoost reached 80.03% correctness value, with ppv of 0.6265, recall of 0.5809, F1
measure of 0.5999, and a low AUC of 0.4572, suggesting adequate efficiency but
significant room for improvement in distinguishing between classes. For the NF-TON-loT
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dataset, XGBoost achieved 71.99% correctness value, with ppv of 0.5436, recall of
0.5050, F1 measure of 0.4896, and a low AUC of 0.5284, reflecting similar adequate
efficiency and potential for enhancement. In the NF-CSE-CICIDS2018 dataset,
XGBoost reached 98.06% correctness value, with ppv of 0.7156, recall of 0.6829, FI
measure of 0.6716, and AUC of 0.8378, indicating high correctness value and
substantial discriminatory power. Lastly, for the NF-UQ-NIDS dataset, XGBoost
achieved 94.35% correctness value, with ppv of 0.6806, recall of 0.5951, F1 measure
of 0.5971, and AUC of 0.7462, showing good efficiency but room for improvement in
capturing more positive instances and refining discriminatory power.

Comparative Analysis

The devised 1D-CNN and XGBoost algorithm efficiency is assessed by utilizing
efficiency metrics including F1 measure, recall, ppv, correctness value, and AUC.
These metrics signifies that framework is accomplishing competent in identifying
positive samples, with a high degree of ppv and recall, and a balanced F1 measure.
The devised algorithms 1D-CNN and XGBoost have performed with great efficacy on
all the datasets. Their efficiencys are compared among themselves and ae well as to
state-of-art ensemble tree classifier proposed in [19].

Binary Class Classification

For the NF-UNSW-NB15 dataset, XGBoost achieved the highest correctness value of
99.01%, outperforming both Ensemble Tree and 1D-CNN. XGBoost also demonstrated
superior ppv (0.9547), recall (0.9267), and F1 measure (0.9402), although 1D-CNN had
a higher AUC of 0.9960 compared to XGBoost’s 0.9267. In the NF-BoT-loT dataset,
XGBoost again led with 99.25% correctness value, surpassing both Ensemble Tree and
ID-CNN in ppv (0.9742) and F1 measure (0.9060), though 1D-CNN had a higher AUC
of 0.9866. For NF-ToN-loT, XGBoost achieved the highest correctness value (99.96%),
ppv (0.9994), recall (0.9992), F1 measure (0.9993), and AUC (0.9992), outperforming
Ensemble Tree and 1D-CNN in all metrics. In the NF-CSE-CICIDS2018 dataset, XGBoost
scored the highest in correctness value (99.35%), ppv (0.9960), and F1 measure
(0.9844), though 1D-CNN had a higher AUC (0.9861). Finally, for NF-UQ-NIDS, XGBoost
led with 99.29% correctness value, ppv (0.9936), recall (0.9865), F1 measure (0.9900),
and AUC (0.9865), outperforming both Ensemble Tree and 1D-CNN. Overall, XGBoost
consistently demonstrated superior efficiency across most datasets, excelling in recall,
ppv, correctness value, F1 measure, and Area under the curve.

Table 2.
Binary Class Classification Results for 1ID-CNN and XGBoost
Datasets NF-UNSW-NB15 NF-BoT-loT NF-ToN-loT NF-CSE- NF-UQ-NIDS
CICIDS2018
Algorithm 1D-  XGBoo 1D-  XGBoo 1D-  XGBoo 1D-  XGBoo 1D-  XGBoo
S CNN st CNN st CNN st CNN st CNN st
Training 9795 99.19% 98.59 99.39% 98.55 99.99% 99.17 9934% 97.51 99.30%
Correctn % % % % %
ess value
Testing 98.63 99.01% 9875 99.25% 98.45 99.96% 99.12 99.35% 89.53 99.29%
Correctn % % % % %
ess value
Ppv 0.941 0.9547 0.957 0.9742 0.986 0.9994 0.991 0.9960 0.858 0.9936
9 7 7 1 1
Recall 0.892 0.9267 0.750 0.8556 0.964 0.9992 0.967 0.9734 0.842 0.9865
4 1 1 8 7
F1 0.915 0.9402 0.822 0.9060 0.974 0.9993 0.979 0.9844 0.849 0.9900
measure 6 1 9 1 9

AUC 0.996 0.9267 0.986 0.8556 0.995 0.9992 0.986 0.9734 0.782 0.9865
0 6 8 1 0
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(Left to Right) Confusion Matrix for NF-UNFW-NB15, NF-boT-loT, NF-ToN-loT, NS-CLE-CICIDS2018,
NS-UF-NITS Binary class classification evaluated through XGBoost Algorithm
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(Left o Right) ROC Curve for NF-UNW-NS15, NS-boT-loT, NF-FON-loT, NF-CSE-CICIDS2018, Ns-
UF-NTTS Binary class classification evaluated through XGBoost Algorithm

Table 1.

Multi-Class Classification Results for 1D-CNN and XGBoost

Datasets  NF-UNSW-NB15 NF-BoT-loT NF-ToN-loT NF-CSE- NF-UQ-NIDS
CICIDS2018
Algorithm 1D- XGBoo 1D- XGBoo 1D- XGBoo 1D- XGBoo 1D- XGBoo
s CNN st CNN st CNN st CNN st CNN st
Training 96.60 98.53% 8322 8598% 69.14 72.67% 9773 98.06% 9289 94.48%
Correctne % % % % %
ss value
Testing 9686 98.00% 80.58 80.03% 6697 71.99% 97.04 98.06% 83.99 94.35%
Correctne % % % % %
ss value
Ppv 0.375 0.5924 0.431 0.6265 0.327 0.5436 0.668 0.7156 0.416 0.6806
8 9 5 2 5
Recall 0.285 0.5689 0.393 0.5809 0.328 0.5050 0.629 0.6829 0.331 0.5951
1 4 8 1 6
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F1 0.294 0.5759 0.396 0.5999 0.311 0.4896 0.613 0.6716 0.300 0.5971
measure 4 6 8 4 0
AUC 0.967 0.7894 0.845 0.4572 0.836 0.5284 0.981 0.8378 0.950 0.7462
2 1 5 0 6

The most optimal framework depends on the specific needs and significances of the
task. XGBoost's overall strong efficiency makes it a favorable choice when accurately
classifying instances and capturing positive instances are crucial. However, if a high
AUC and differentiation between positive and negative instances are of utmost
importance, 1D-CNN may be considered.

CONCLUSION

This study implemented and evaluated the effectiveness of 1D-CNN and XGBoost,
comparing them with the cutting edge ensemble tree classifier across both multiclass
and binary classification tasks on five NetFlow datasets: NF-USNW-NB15, NB-FOT-IoT, NT-
ToN-loT, NF-CSE-CICIDS2018, and NF-QU-NDS. Both methodologies surpassed the
ensemble tree classifier, (Rashid et al., 2022) each offering unique strengths for different
scenarios. XGBoost consistently achieved the highest correctness value, showcasing
its superior ability to correctly classify instances. It also demonstrated high ppv and
recall, effectively capturing and predicting positive instances. XGBoost's exceptional
F1 measure underscores its overall efficiency in balancing ppv and recall. While 1D-
CNN exhibited higher AUC scores on some datasets, XGBoost's robust efficiency across
various metrics establishes it as the superior model.
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